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¢ Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite

of Zscaler platform services. Key topics include advanced device posture assessments, TLS inspection
FH 1 mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.

o Cyberthreat Protection Services: This domain targets Cybersecurity Analysts and covers broad
cybersecurity fundamentals and advanced threat protection capabilities. Candidates must know about
malware protection, intrusion prevention systems, command and control channel detection, deception
technologies, identity threat detection and response, browser isolation, and incident detection and
response.| Data Protection Services

FH 2
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o Zscaler Digital Experience: This section evaluates Network Performance Analysts on their knowledge of
=x 3 Zscaler Digital Experience (ZDX), including understanding the ZDX score, architectural overview, features,
functionalities, and practical use cases to optimize digital user experiences.

¢ This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
= 4 and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves
securing BYOD environments and understanding risk management to protect sensitive information.
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EE #18
The security exceptions allow list for Advanced Threat Protection apply to which of the following Policies?

A. URL Filtering

B. File Type Control
C. IPS Control

D. Sandbox
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The ATP "Security Exceptions" allow list is leveraged by both Advanced Threat Protection and the Sandbox policy - URLs or hosts
you add here won't be submitted for sandbox analysis.

A2 #19
Which Advanced Threats policy can be configured to protect users against a credential attack?

A. Enable Watering Hole detection.

B. Configure Advanced Cloud Sandbox policies.

C. Block Windows executable files from uncategorized websites.
D. Block Suspected phishing sites.

He:. D

dY:
By blocking suspected phishing sites in the Advanced Threats policy, you stop users fiom reaching malicious pages engineered to
capture their credentials.

EE #20
Which of the following scenarios would generate a "Patient 0" alert?

e A Zscaler detected a HIPAA violation with in-band Data Protection scanning,
e B. Zscaler's AI/ML based Smart Browser Isolation was triggered due to a users accessing a newly- regjstered domain.
e C. A new malicious file was detected by the sandbox due to an "quarantine" First-Time Action in the sandbox policy.
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¢ D. A new malicious file was detected by the sandbox due to an "allow and scan” First-Time Action in the sandbox policy.
HE: D

dE:
A "Patient 0" alert fires when the first instance of a previously unknown file slips through (under an "Allow and Scan" first#time
action) and is later classified as malicious by the sandbox, identifying that initial download as the zero#day event.

AE #21
You've configured the API connection to automatically download Microsoft Information Protection (MIP) labels into ZIA; where
will you use these imported labels to protect sensitive data in motion?

A. Creating a File Type Control Policy.

B. Creating a SaaS Security Posture Control Policy.
C. Creating a custom DLP Dictionary

D. Creating a custom DLP Policy.

He:. D

Y.
Imported MIP labels are applied as matching criteria within a custom DLP Policy, letting ZIA inspect data in motion and enforce
actions (block, quarantine, notify) based on the sensitivity label assigned by Microsoft Information Protection.

EE#22
Which type of malware is specifically used to deliver other malware?

A. Exploitation tool
B. Downloaders

C. Maldocs

D. RAT

HE: B

MY

Downloadersare a specific type of malware whose primary purpose is to download and install other malicious software onto a
victim's machine. Unlike standalone threats, downloaders typically establish initial access and then retrieve payloads like
ransomware, trojans, or spyware froma command and control server.

Their role in the malware chain is fundamental for multi-stage attacks.

Reference: Zscaler Digital Transformation Study Guide - SSL Inspection and Threat Protection > Malware Categories
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