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NEW QUESTION # 19
Refer to the exhibit.
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Diagnose output F — =H I II IE I .

spoke A # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc Oxfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 port=src (0->65535) :dst (0->65535)
1iif=0(any)

path(l): oif=0(any) gwy=10.0.1.253

destination(1): 10.22.0.0-10.22.0.255

source wildcard(1l): 0.0.0.0/255.255.255.0

hit_count=5 rule_last_used=2024-12-19 07:53:31

1d=2130968577 (0x7£040001) vwl_service=1(Critical-DIA) vwl _mbr_seq=2 1 dscp_tag=0xfcgxfc flags=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=src(0->0):dst(0->0) iif=0(any)

path(2): oif=4(port2), oif=3(portl)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l) : 0.0.0.0/0.0.0.0

application control (2): Microsoft.Portal(41469,0) Storage.Backupl(®,22)

hit_count=8597 rule_last_used=2024-12-19 07:31:00

1d=2130968578 (0x7£040002) vwl_service=2 (Non-CriticadsDIA) Wwifmbr_ seg=2 dscp tag=0xfc Oxfc flags=0x0 tos=
0x00 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) 19f=0(any)

path(1l): oif=4(port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.,0.0.0

application control(2): Operational.Pechmblogy(0,26) Social.Media(0,23)

hit_count=36589 rule_last_uged=2024-32-19 07:31:00

id=2130968580(0x7£040004) wwl_service=4 (Critical-Web-Server) vwl_mbr_seq=3 dscp_tag=0xfc flags=0x0 tos=
ox00

tos_mask=0x00 protoeol=0 port=src(0->0) iif=0(any)

path(l): oif=6(portd)

source(l): 10.0.1.0-10.0.1.255

destination(1l): 128.66.0.1-128.66.0.1

hit_count=12587 rule_last_used=2024-12-19 07:31:00

1d=2130968579 (0x7£040003) vwl_service=3 (VOIP) vwl_mbr_seg=l dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00
protocol=17 port=src(1->65535) :dst (1->65535) iif=0(any)

path(1l): oif=3(portl) path_last_used=2024-12-19 08:09:00

source(l): 10.0.1.0-10.0.1.255

destination(1l): 0.0.0.0-255.255.255.255

hit_count=13 rule_last_used=2024-12-19 08:09:00

‘Which two conclusions can you draw from the output shown? (Choose two.)

¢ A. One SD-WAN rule allows traffic load balancing.

¢ B. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.

¢ C. One SD-WAN rule is defined with application categories as the destination.

e D. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.

Answer: A,B

NEW QUESTION # 20
Exhibit.
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Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude about the zone
and member configuration on this device?

A. The underlay zone contains three members.

B. The overlay-factories zone contains no member.

C. You can move HUBI1-VPN3 fromthe HUBI zone to the overlay-shops zone.
D. You can delete the virtual-wan-link zones.

Answer: C

NEW QUESTION # 21
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You confirm that DIA is
working as expected for each branch, and check the SD-WAN zone configuration and firewall policies shown in the exhibits.
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Edit SD-WAN Overlay Template - Summary (5/5)
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Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create the associated SD-WAN rules to
connect existing branches to the company hub device and apply the changes on the branches.

After those changes, users complain that they lost internet access. DIA is no longer working,

Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template updates the SD-WAN template and the rules.

B. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata variables.
C. The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those zones.
D. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.

Answer: B

NEW QUESTION # 22
(Refer to the exhibit.



Reter to the exhibit.

London_1 # diagnose sys sdwan serviced 3

Service(3): Address Mode (IFV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 3
Gen(33), TOS(0x0/0x0), Protecol(0): src(l->65535) :dst(1->65535), Mcde(sla), sla-compare-order
Member sub interface(9):
4: seq num(4), interface (HUB1-VPN1):
1: HUB1-VPN1_0(30)
2: HUB1-VPN1_1(35)
S: seq_num(S), interface(HUB1l-VEN2):
1: HUB1-VEN2_0(31)
Memxkers(9):

: Seq_num(4 HUB1-VEN1 1 HUBN) , gf3ve; S1aM0xl) B gB370), cfg order(0), local cost(0), selected
2: Seq_num(4 HUB1-MENLGORHUR M), Wallyvefw®2a(0x1), gid(0), cfg_crder(0), local cost(0), selected
3: Seq_num(SRHUBISVPNZRD HUB1Y, alive, sla(0Oxl), gid(0), cfg_order(l), local cost(0), selected
4: Seq_num(4 WUB1=WPN1 HUBl), alive, sla(0xl), gid(0), cfg_oxder(0), local cost(0), selected
S: Seq num(5 HUB1-VPNZ HUBl), alive, sla(0Oxl), gid(0), cfg_crder(l), loccal cosc(0), selected
6: Seq num(6 HUB1-VPN3 HUB1l), alive, sla(0xl), gid(0), cfg_order(2), lccal cost(0), selected
F v SHTIﬁ& UB2), alive, sla(0x2), gid(0), cfg_order(3), local cost(l0), selected
s rseq (e"HUBZ-VET 82), alive, sla(0x2), gid(0), cfg_orxder(4), local cost(10), selected
9: Seq_num(9 HUB2-VPN3 HUB2), alive, sla(0x2), gid(0), cfg_crder(5), local cost(l0), selected

Src address(2):
10.0.0.0~10.255.255.255

10,0.1.0-10,0.1.255

Dst address(2):
10.0.1.0-10.0.1.255
10.0.0.0-10.255.255.255

What can you conclude from the output shown? Choose one answer.)

e A Ttis aspoke device. SD-WAN rule 3 is configured with nine members.

e B. Itis a spoke device. SD-WAN rule 4 allows three shortcut tunnels.

e C. Itis a hub device. It allowed the establishment of three auto-discovery VPN (ADVPN) shortcuts.
e D. It is a spoke device. The members of SD-WAN rule 3 are grouped into two zones.

Answer: A

Explanation:

The command shown in the exhibit is:

diagnose sys sdwan service 4 3

This command displays the runtime state of SD-WAN rule ID 3 on the device. The output explicitly shows:

* Service(3) which confirms the SD-WAN rule being evaluated is rule number 3

* Members(9) which indicates that nine SD-WAN members are associated with this rule The listed members include multiple [Psec
tunnel interfaces such as HUB1-VPN1, HUB1-VPN2, HUB1- VPN3, HUB2-VPN1, HUB2-VPN2, and HUB2-VPN3, which is
characteristic of a spoke device connecting to mutltiple hubs in a hub-and-spoke ADVPN topology, as defined in the FCSS SD-
WAN 7.6 architecture.

Option B is incorrect because, although members are listed under different interfaces, the output does not indicate SD-WAN zones.
Zones are shown only in configuration output, not in this diagnostic command.

Option C is incorrect because this is not a hub device. The presence of multiple hub tunnels as SD-WAN members indicates a
spoke role. Additionally, the output does not confirm the number of established ADVPN shortcuts.

Option D is incorrect because the output clearly references SD-WAN rule 3, not rule 4, and it does not state that exactly three
shortcut tunnels are allowed.

Therefore, the correct conclusion is that this is a spoke device and SD-WAN rule 3 is configured with nine members, which matches
option A.

NEW QUESTION # 23
Refer to the exhibit.



§ diagnose sys session

session info: proto=6 prote_state=1l duration=180 expire=3424 timeout=3600
refresh_dir=both flags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=/ vlan_cos=0/0

state=log may dirty ndr f00 app valid route preserve

statistic (bytes/packets/allow_err): org=3369/19/1 reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->3/3->7 gwy=192.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:;58630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=noop 1286.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, after) 0/40,0), 0/(0,0)

misc=0 policy 1d=1 pol_uuid_ idx=15844 auth_info=0 chk_client_info=0 wvd=0
serial=00000c0c tos=ff/ff app list=2000 app=16060 url_cat=0

sdwan_mbr_seq=1 sdwan_service id=4

rpdb link id=f£000004 ngfwid=n/a

npu_stave=0x001108

no_offoad reason: redir-to-ips denied-by-nturbo

The administrator configured the SD-WAN rule ID 4 with two members (port] and port2) and strategy lowest cost (SLA).
What are the two characteristics of the session shown in the exhibit? (Choose two.)

A. FortiGate steered this flow according to an SD-WAN rule 4.

B. FortiGate will re-evaluate this session if the outgoing interface goes down.

C. FortiGate will never re-evaluate this session.

D. FortiGate steered this flow according to the application detected and the outgoing interface is port3.

Answer: A,B

Explanation:

The line sdwan mbr_seq=1 sdwan_service id=4 indicates that this session is part of an SD-WAN rule.

sdwan_service id=4 confirms that the session is being handled by SD-WAN rule ID 4. This directly links the flow to the SD-WAN
configuration.

The line no_offload reason: redir-to-ips denied-by-nturbo shows that the session is not offloaded to the NPU (Network Processing
Unit) and is being processed by the main CPU. A session that is not offloaded can be re- evaluated. If the outgoing interface (the
one currently being used) goes down, the FortiGate will re-evaluate the session against the SD-WAN rules to find a new active
member to steer the traffic through. This is a findamental behavior of SD-WAN, which ensures network resilience.

NEW QUESTION # 24
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