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HH #59

Examine this command:

# ssh-L 5011:127.0.0.1:80 bob@10.10.2.20 -fsleep 30
Which two are true upon execution?

e A. Alocal port forward is created between client and server.

B. A web server is listening on port 5011.

C. Areverse tunnel is created back to the local host on port 80.

D. An SSH connection process is forked to the background.

E. A socket remains open for 30 minutes unless a connection is established.

EME: AL D
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Explanation of Answer B:The commandssh -L 5011:127.0.0.1:80 bob@10.10.2.20 -fsleep 30creates a local port forward. This
means port501 1on the client machine is forwarded to port80on the remote machine (10.10.2.20) using the SSH connection.
Explanation of Answer E:The-foption of thesshcommand causes the SSH connection process to fork to the background after
authentication is complete. Thesleep 30command keeps the SSH connection alive for 30 seconds.

H #60

Examine these requirements for a host with a user oracle:
Network services must run in a confined domain.

The oracle user must be confined.

The oracle user must be able to use Mozilla Firefox.
Access to files and directories must be granted based only on SELinux contexts.
The SELinux configuration must be persistent across system restarts.
Users must be able to publish private HTML content.
Now examine these commands and output:

# sestatus

SELinux status: enabled

SELinuxfs mount: /sys/fs/selinux

SELnux root directory: /etc/selinux

Loaded policy name: targeted

Current mode: permissive

Mode from config file: permissive

Policy MLS status: enabled

Policy deny unknown status: allowed

Memory protection checking; actual (secure)

Max Kernel policy version: 31

# setenforce enforcing

# semanage login -a -s guest u oracle

# setsebool -P http_enable homedirs on

Which requirements are satisfied?
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E R #61
Which two statements are true about the proc and sys file systems?

A. sys contains a list of mounted devices.

B. proc contains information about memory and CPUs.
C. sys contains a list of Tunning processes.

D. proc contains a list of network drivers.

E. sys contains information about memory and CPUs.

IEf@#: B. E

AR :

* Option A (Correct):The/procfile systemis a pseudo-file system that contains runtime system information (e.g., System memory,
mounted devices, hardware configuration, etc.). Files such as/proc

/meminfoand/proc/cpuinfoprovide detailed information about memory and CPUs, respectively.

* Option C (Correct):The/sysfile system, also known as sysfs, provides a view of the kernel's device model. It contains information
about system hardware, including CPUs and memory. For example,/sys

/devices/system/cpw/contains directories and files that provide detailed information about each CPU.

* Option B (Incorrect):The/sysfile system does not contain a list of running processes. Running processes are listed in the/procfile



system, with each process having its own directory under/proc.

* Option D (Incorrect)/procdoes not contain a list of network drivers specifically. Network driver information is available
under/proc/net, but this does not equate to a list of drivers.

* Option E (Incorrect):The/sysfile system does not contain a list of mounted devices. Mounted devices are listed in/proc/mountsor
the/etc/mtabfile.

Oracle Linux Reference:For more details, see:

* OracleLinux 8: The/procand/sysFile Systens.

E R #62
Which two are true about using Ksplice?

A. Yum cannot upgrade a kernel patched by Ksplice

B. The Ksplice client is freely available to all customers.

C. It can patch the kernel without shutting down the system.

D. Ksplice has two clients; each can run in three different modes.
E. Ksplice can be used without a network connection

IEf@#: C. E

Rt

Option A: Ksplice can be used without a network connection

* Explanation:

* Ksplice provides anOffline Clientspecifically designed for systerrs that do not have a direct connection to the internet. This client
allows administrators to download Ksplice updates on a system with internet access and then transfer them to the offline system for
mnstallation.

* This means Ksplice can be effectively used in environments with strict security policies where network connectivity is restricted or
not available.

* Oracle Linux Reference:

* OracleLinux 8: Ksplice User's Guide- Section on "Using the Ksplice Offline Client":

"The Ksplice Offline client enables you to apply Ksplice updates to systems that do not have direct access to the Internet or to the
Oracle Uptrack server." Option B: It can patch the kernel without shutting down the system.

* Explanation:

* The primary purpose of Ksplice is to allow administrators to apply critical security patches to the running kernelwithout requiring a
rebootor shutting down the system This ensures high availability and minimizes downtime, which is crucial for production
environments.

* Ksplice works by performingjust-in-time (JIT) compilationof kernel patches and applying them directly to the running kernel in
menory.

* Oracle Linux Reference:

* OracleLinux 8: Ksplice User's Guide- Introduction:

"Ksplice enables you to keep your systens up to date and secure by applying important kernel security updates without rebooting."
Why Other Options Are Not Correct:

* Option C:Yum cannot upgrade a kernel patched by Ksplice

* Explanation:

* This statement is false. While Ksplice patches the running kernel in memory, yum can still upgrade the kernel packages on disk.
After a yum kernel update, a reboot would be necessary to run the new kernel version, but yum operations are not hindered by
Ksplice patches.

* Oracle Linux Reference:

* OracleLinux 8: Ksplice User's Guide- Compatibility with Package Managers:

"Ksplice works seamlessly with package management tools like yum and dnf. You can continue to use these tools to manage your
kernel packages."

* Option D:Ksplice has two clients; each can run in three different modes.

* Explanation:

* While Ksplice does have two clients (the online and offline clients), the statement about each rumning in three different modes is
inaccurate or misleading, The clients do not operate in "three different modes" per se.

* Oracle Linux Reference:

* No official documentation supports the claim of "three different modes" for each client.

* Option E:The Ksplice client is freely available to all customers.

* Explanation:

* Ksplice is a feature available to customers with an active Oracle Linux Premier Support subscription. It is not fieely available to all
users.



* Oracle Linux Reference:

* OracleLinux 8: Ksplice User's Guide- Access Requirements:

"To use Ksplice, your system must be covered by an Oracle Linux Premier Support subscription." Conclusion:

Options A and B are correct because Ksplice can be used without a network connection via the offline client, and it allows patching
the kernel without shutting down the system, ensuring minimal downtime.

P #63

Examine this network configuration:
N ="ens4"

DEVICE="ens4"

ONBOOT=no

NETBOOT=yes

IPV6INIT=yes
BOOTPROTO=none
IPADDR=192.168.2.5
PREFIX=24
GATEWAY=192.168.2.1
TYPE=Ethernet

Which two statements are true after executing nmcli con mod ens4 ipv4.method auto?

A. Interface ens4 automatically starts on boot.

B. IPADDR value is considered null.

C. ONBOOT value is set to dhcp.

D. ONBOOT value is set to yes.

E. BOOTPROTO value is set to dhcp.

F. Interface ens4 is assigned an [P address of 192.168.2.5.

Ef#: D. E
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