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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q101-Q106):
NEW QUESTION # 101 
What must an administrator verify before starting a migration of entities from a protection domain to a protection policy?

A. The entities must be added to a category in Prism Central.
B. The recovery plan must be active.
C. A full backup of the protection domain must be completed.
D. The entities must have no ongoing replication tasks.

Answer: C

Explanation:
Migrating from legacy Protection Domain (PD) based management to the modern Prism Central (PC) based Protection Policies is a
recommended best practice for scaling Nutanix Disaster Recovery. This migration involves moving VMs from a " Prism Element "
centric management model to a centralized, category-based model in Prism Central.
To ensure that no data is lost during this transition, the most critical prerequisite is to verify that a successful, full replication (backup)
of the Protection Domain has recently completed. This ensures that the recovery site already possesses a complete and consistent
set of data for the VMs before they are unlinked from the old policy and attached to the new one. While adding VMs to a category
(Option A) is a step in the process, it is not the first verification step required for data safety. If an administrator attempts to migrate
while a replication is incomplete or failing, the transition to the new policy might leave the VMs unprotected for an extended period,
or recovery points might be missing if a disaster occurs mid-migration. By completing a full backup of the PD first, the administrator
creates a " safety net " of recovery points that can be used if the migration itself encounters issues. This ensures that the transition to
modern DR is performed with minimal risk to the business ' s data protection objectives.

NEW QUESTION # 102 
An administrator configures disaster recovery between an on-premises AZ and a Nutanix Cloud AZ. After enabling DR and
assigning protection policies to several VMs with volume groups, the administrator initiates failover and notices the VMs do not have
their volume groups attached. Investigation reveals:
* The clusters are successfully paired in Prism Central.
* Protection policies and replication schedules are configured correctly.
* Recovery plan validation completes successfully.
* Required firewall ports between sites are confirmed open.
* Management IP addresses are reachable in both directions.
Despite this, the administrator observes the volume groups are still not attached. Which network-related prerequisite is most likely
misconfigured?

A. The hypervisor management interfaces are not on the same subnet.
B. The clusters do not have a Data Services IP addresses configured.
C. The recovery plan has not been validated.
D. Nearsync replication does not support volume groups.

Answer: B

Explanation:
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Nutanix Volume Groups (VGs) provide block-level storage to virtual machines, often used for high- performance databases or
shared storage clusters. Unlike standard vDisks, which are managed directly as part of the VM ' s hardware definition, VGs are
presented as iSCSI targets. In a Disaster Recovery scenario, when a VM is recovered at a new site, it must be able to " find " and
re-attach these Volume Groups to resume operation.
For this attachment to succeed, especially across different clusters or into a Nutanix Cloud AZ, both the source and recovery
clusters must have a " Data Services IP Address " configured. The Data Services IP acts as the cluster-wide iSCSI target portal.
When a VM fails over, the Nutanix orchestration engine uses this IP to coordinate the iSCSI login and mapping of the Volume
Group to the guest OS. If this IP is missing on either cluster, the internal iSCSI redirection and handoff mechanisms will fail, even if
the general management networking and Protection Policies are perfectly healthy. This is a common " Day 1 " configuration error
because management connectivity (Prism) works without a Data Services IP, but block-level services like VGs and certain NGT
features strictly require it. Verifying and configuring the Data Services IP at both availability zones is the primary fix for Volume
Group attachment failures during DR failover.

NEW QUESTION # 103 
An administrator is migrating from a Protection Domain-based deployment to a Prism Central (PC)-based deployment. What occurs
if a snapshot is deleted before the protection policy is applied to the migrated entities?

A. The migration will automatically fail and will revert all entities to the original Protection Domain.
B. The recovery points associated with that snapshot won ' t be available for the deployment.
C. PC pauses the migration until the snapshot is manually restored from a backup.
D. PC automatically recreates the deleted snapshot using the new configuration.

Answer: B

Explanation:
Migrating from legacy Protection Domains to modern Prism Central Protection Policies involves transitioning the management of
virtual machine snapshots. During this process, the historical snapshots created by the Protection Domain are often intended to be "
claimed " or utilized by the new PC-based system as valid recovery points.
Snapshots are point-in-time references to data on the storage tier. If a snapshot is deleted from the cluster before the migration to
Protection Policies is finalized, the underlying data blocks associated with that specific point in time may be reclaimed by the system '
s garbage collection process. Consequently, the recovery points that were associated with that deleted snapshot will no longer be
available for use within the new deployment. The system cannot " automatically recreate " (Option A) a deleted snapshot because
the exact historical state of the data is lost once the snapshot is purged. The migration itself typically continues for the remaining valid
data, but the loss of historical recovery points could impact the business ' s ability to restore to specific past dates. This highlights the
importance of data retention awareness during management-plane migrations.

NEW QUESTION # 104 
A Veeam backup job is configured to use Nutanix application-consistent snapshots for several Windows VMs. Crash-consistent
snapshots succeed, but Veeam reports that application-consistent snapshots fail with errors related to VSS processing. Upon
investigation, the administrator confirms:
* The VMs are powered on.
* Network connectivity between the backup server and cluster is healthy.
Which configuration should the administrator verify to resolve the issue?

A. Ensure NGT is installed on the VMs.
B. Enable incremental backups on the VMs.
C. Increase the snapshot retention count.
D. Configure synchronous replication.

Answer: A

Explanation:
Application-consistent snapshots are critical for ensuring data integrity for transactional workloads, such as databases. In a Nutanix
AHV or ESXi environment, the cluster achieves application consistency by communicating with the guest operating system ' s
Volume Shadow Copy Service (VSS). This communication is facilitated exclusively through Nutanix Guest Tools (NGT). When
NGT is installed and enabled, it provides a VSS hardware provider that Nutanix uses to " quiesce " (pause/stabilize) the application
' s I/O and flush pending writes to the disk before the snapshot is taken. If crash-consistent snapshots are working but application-
consistent ones are failing, it is a primary indicator that the VSS hooks provided by NGT are either missing, outdated, or not
communicating correctly with the Nutanix cluster services. Without NGT, the system cannot verify the internal state of the guest OS,



leading to VSS processing errors in third- party backup solutions like Veeam or Commvault. Ensuring NGT is installed and the
NGT agent is running within the guest VM is the mandatory first step to resolving any snapshot failure involving application-level
consistency.

NEW QUESTION # 105 
What is the expected outcome that the administrator must manage?

A. The primary site will continue to serve I/O locally to prevent downtime, while the secondary site remains in standby.
B. The secondary site will acquire the lock after a built-in delay, and the primary site will halt all I/O.
C. The Witness will automatically shut down the secondary site to protect data integrity on the primary site.
D. Both sites will attempt to acquire the lock, but the primary site will acquire the lock and continue to serve I/O locally to
prevent downtime.

Answer: D

Explanation:
This question refers to the behavior of Nutanix Metro Availability in conjunction with a Witness VM during a site-to-site
communication failure. Metro Availability provides a zero-RPO, synchronous replication solution.
To prevent " split-brain " (where both sites try to serve the same data independently), the Witness VM acts as a tie-breaker. When
the two clusters lose connectivity with each other, both will immediately attempt to contact the Witness to " acquire the lock " on the
protection domain. The Witness is programmed to prioritize the original " Active " site. If the primary cluster can reach the Witness, it
will successfully acquire the lock and continue serving I/O locally to the guest VMs, ensuring zero downtime for the applications. The
secondary site, unable to reach the primary or acquire the lock from the Witness, will transition its storage container to an " Inactive "
state to protect data integrity. The administrator must manage this state by ensuring the Witness is always reachable from both
clusters via independent network paths. If the primary site cannot reach the Witness, it will stop serving I/O to prevent inconsistent
data states, highlighting the critical importance of Witness availability in a high-availability BCDR design.

NEW QUESTION # 106
......
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