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Which statement about this firewall policy list is true?

A. The Implicit group can include more than one deny firewall policy.
B. The firewall policies are listed by ingress and egress interfaces pairing view.
C. LAN to WAN, WAN to LAN, and Implicit are sequence grouping view lists.
D. The firewall policies are listed by ID sequence view.

Answer: C

Explanation:
The firewall policy list shown is displayed in the sequence grouping view, where policies are grouped based on their traffic direction -
such as LAN to WAN, WAN to LAN, and Implicit. This view helps administrators quickly identify and manage policies according
to their interface pairings and logical traffic flow, rather than by numerical ID order.

NEW QUESTION # 89 
A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR
test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate
does not detect the virus and does not block the file, allowing it to be downloaded.
The administrator confirms that the traffic matches the configured firewall policy. What are two reasons for the failed virus detection
by FortiGate? (Choose two.)

A. The El CAR test file exceeds the protocol options oversize limit.
B. The browser does not trust the FortiGate self-signed CA certificate.
C. The website is exempted from SSL inspection.
D. The selected SSL inspection profile has certificate inspection enabled.

Answer: B,C

NEW QUESTION # 90 
Refer to the exhibit. The predefined deep-inspection and custom-deep-inspection profiles exclude some web categories from SSL
inspection, as shown in the exhibit.
For which two reasons are these web categories exempted? (Choose two.)



A. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.
B. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.
C. These websites are in an allowlist of reputable domain names maintained by FortiGuard.
D. The FortiGate temporary certificate denies the browser's access to websites that use HTTP Strict Transport Security.

Answer: B,D

Explanation:
FortiGate's temporary SSL certificate may cause access denial to sites using HTTP Strict Transport Security (HSTS), so such sites
are exempted from deep SSL inspection. Legal regulations require exemption of certain categories to protect user privacy and
sensitive information, so these web categories are excluded from SSL inspection.

NEW QUESTION # 91 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

Based on the exhibit, which statement is true?



A. port2 and port3 are not assigned to a zone.
B. The virtual-wan-link and overlay zones can be deleted.
C. The Underlay zone contains no member.
D. The Underlay zone is the zone by default.

Answer: C

Explanation:
Underlay is not a default zone. It is user defined and not active.

NEW QUESTION # 92 
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
Which two factors can you observe from these configurations? (Choose two.)





A. Facebook access is blocked based on the category filter settings.
B. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
C. YouTube search is allowed based on the Google Application and Filter override settings.
D. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.

Answer: A,D

Explanation:
Facebook belongs to the Social Media application category, which is set to Block in the application sensor. Therefore, any
Facebook application traffic is blocked by category.
The Excessive-Bandwidth behavior filter is configured as an override with priority 1 and action Block. YouTube streaming
applications are tagged with the Excessive-Bandwidth behavior, so this override takes precedence over the Google (vendor)
monitor rule and results in YouTube being blocked.
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