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Cisco Securing Networks with Cisco Firepower Sample Questions (Q361-
Q366):
NEW QUESTION # 361 
Drag and Drop Question
A network engineer is deploying a Cisco Firepower 4100 appliance and must configure a multi- instance environment for high
availability. Drag and drop the actions from the left into sequence on the right for this configuration.

Answer:

Explanation:

NEW QUESTION # 362 
Which CLI command is used to generate firewall debug messages on a Cisco Firepower?

A. system support dump-table
B. system support firewall-engine-debug
C. system support platform
D. system support ssl-debug

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212330-firepower-management-center-display-
acc.html

NEW QUESTION # 363 
An engineer is configuring a Cisco Secure Firewall Threat Defense device and warns to create a new intrusion rule based on the



detection of a specific pattern in the data payload for a new zero-day exploit. Which keyword type must be used to add a Line that
identifies the author of the rule and the date it was created?

A. reference
B. gtp_info
C. content
D. metadata

Answer: D

Explanation:
When creating a new intrusion rule in a Cisco Secure Firewall Threat Defense (FTD) device, the keyword type
"metadata" must be used to add a line that identifies the author of the rule and the date it was created. The metadata keyword is used
to store additional information about the rule, such as authorship and creation date.
Steps:
* In FMC, navigate to Policies > Intrusion > Rules.
* Create a new rule or edit an existing one.
* Use the "metadata" keyword to add information about the author and date.
Example:
metadata: created_at 2023-06-15, author "John Doe";
By using the metadata keyword, you ensure that the rule contains relevant information for tracking its creation and authorship, which
is essential for maintaining rule documentation and accountability.
References: Cisco Secure Firewall Management Center Intrusion Policy Guide, Chapter on Custom Rule Creation and Metadata
Usage.

NEW QUESTION # 364 
Which two considerations must be made when deleting and re-adding devices while managing them via Cisco FMC (Choose two).

A. Once a device has been deleted, It must be reconfigured before it is re-added to the Cisco FMC.
B. An option to re-apply NAT and VPN policies during registration is available, so users do not need to re-apply the polices
after registration is completed.
C. There is no option to re-apply NAT and VPN policies during registration is available, so users need to re-apply the
policies after registration is completed.
D. Before re-adding the device In Cisco FMC, the manager must be added back.
E. The Cisco FMC web interface prompts users to re-apply access control policies.

Answer: C,E

NEW QUESTION # 365 
While integrating Cisco Umbrella with Cisco Threat Response, a network security engineer wants to automatically push blocking of
domains from the Cisco Threat Response interface to Cisco Umbrella. Which API meets this requirement?

A. REST
B. investigate
C. enforcement
D. reporting

Answer: C

Explanation:
The Umbrella Enforcement API is a feature that allows for automated addition of new domains to a security enforcement list.

NEW QUESTION # 366
......
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