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NEW QUESTION # 201

A company has a search application that has a web interface. The company uses Amazon CloudFront, Application Load Balancers
(ALBs), and Amazon EC2 instances in an Auto Scaling group with a desired capacity of 3. The company uses prebaked AMIs. The
application starts in 1 minute. The application queries an Amazon OpenSearch Service cluster. The application is deployed to
multiple Availability Zones. Because of compliance requirements, the application needs to have a disaster recovery (DR)
environment in a separate AWS Region. The company wants to minimize the ongoing cost of the DR environment and requires an
RTO and an RPO of under 30 minutes. The company has created an ALB in the DR Region. Which solution will meet these
requirements?

A. Create a new CloudFront distribution in the DR Region and add the new ALB as an origin. Use Amazon Route 53 DN'S
for Regional failover. Copy the AMI to the DR Region. Create a launch template and an Auto Scaling group with a desired
capacity of 3 in the DR Region. Reconfigure the OpenSearch Service cluster as a Multi- AZ with Standby deployment. Ensure
that the standby nodes are in the DR Regjon.

B. Add the new ALB as an origin in the CloudFront distribution. Configure origin failover functionality. Copy the AMI to the
DR Region. Create a launch template and an Auto Scaling group with a desired capacity of 3 in the DR Region. Create a new
OpenSearch Service cluster in the DR Region. Set up cross-cluster replication for the cluster.

C. Add the new ALB as an origin in the CloudFront distribution. Configure origin failover functionality. Copy the AMI to the
DR Region. Create a launch template and an Auto Scaling group with a desired capacity of O in the DR Region. Create a new
OpenSearch Service cluster in the DR Region. Set up cross-cluster replication for the cluster.

D. Create a new CloudFront distribution in the DR Region and add the new ALB as an origin. Use Amazon Route 53 DNS
for Regional failover. Copy the AMI to the DR Region. Create a launch template and an Auto Scaling group with a desired
capacity of 0 in the DR Region. Reconfigure the OpenSearch Service cluster as a Multi- AZ with Standby deployment. Ensure
that the standby nodes are in the DR Regjon.

Answer: C

NEW QUESTION # 202

A company is performing vulnerability scanning for all Amazon EC2 instances across many accounts. The accounts are in an
organization in AWS Organizations. Each account's VPCs are attached to a shared transit gateway. The VPCs send traffic to the
mternet through a central egress VPC. The company has enabled Amazon Inspector in a delegated administrator account and has
enabled scanning for all member accounts.

A DevOps engineer discovers that some EC2 instances are listed in the "not scanning” tab in Amazon Inspector.

‘Which combination of actions should the DevOps engineer take to resolve this issue? (Choose three.)

A. Associate the target EC2 instances with instance profiles that grant permissions to communicate with AWS Systems
Manager.

B. Configure EC2 Instance Connect for the EC2 mstances that Amazon Inspector is not scanning,

C. Create a managed-instance activation. Use the Activation Code and the Activation ID to register the EC2 nstances.
D. Grant inspector:StartAssessmentRun permissions to the IAM role that the DevOps engineer is using.

E. Verify that AWS Systems Manager Agent is installed and is running on the EC2 instances that Amazon Inspector is not
scanning,

F. Associate the target EC2 instances with security groups that allow outbound communication on port 443 to the AWS
Systens Manager service endpoint.

Answer: D,E,F

NEW QUESTION # 203

A company uses AWS CDK and CodePipeline with CodeBuild to deploy applications. The company wants to enforce unit tests
before deployment; deployment proceeds only if tests pass.

Which steps enforce this? (Select TWO.)

A. Update CodeBuild commands to run tests then deploy, add --require-approval any-change flag,
B. Create tests that use cdk diff and fail if any resource changes are detected.

C. Create tests with AWS CDK assertions module, using template.hasResourceProperties assertions.
D. Update CodeBuild commands to run tests then deploy, add --rollback true to cdk deploy.

E. Update CodeBuild build commands to run tests then deploy, set OnFailure to ABORT.

Answer: C,E



Explanation:

* Running unit tests in the build phase and aborting on failure (OnFailure=ABORT) prevents deployment if tests fail.
* AWS CDK assertions module provides programmatic unit tests against synthesized templates (Option D).

* The --rollback flag relates to CloudFormation stack rollback, not test gating,

* The --require-approval flag controls manual approvals, not test outcomes.

* cdk diff checks for changes but is not a unit test and may not catch logical errors.

References:

Testing AWS CDK Applications

CodeBuild Buildspec OnFailure

NEW QUESTION # 204

A company wants to use a grid system for a proprietary enterprise m-memory data store on top of AWS. This system can run in
multiple server nodes in any Linux-based distribution. The system must be able to reconfigure the entire cluster every time a node is
added or removed. When adding or removing nodes an /etc.

/cluster/nodes config file must be updated listing the IP addresses of the current node members of that cluster.

The company wants to automate the task of adding new nodes to a cluster.

What can a DevOps engineer do to meet these requirements?

e A. Put the file nodes config in version control. Create an AWS CodeDeploy deployment configuration and deployment group
based on an Amazon EC2 tag value for thecluster nodes. When adding a new node to the cluster update the file with all
tagged instances and make a commit in version control. Deploy the new file and restart the services.

¢ B. Create a user data script that lists all members of the current security group of the cluster and automatically updates the
/etc/cluster/. nodes config. Tile whenever a new instance is added to the cluster.

e C. Create an Amazon S3 bucket and upload a version of the /etc./cluster/nodes config file Create a crontab script that will
poll for that S3 file and download it frequently. Use a process manager such as Monit or system, to restart the cluster services
when it detects that the new file was modified. When adding a node to the cluster edit the file ' s most recent members Upload
the new file to the S3 bucket.

e D. Use AWS OpsWorks Stacks to layer the server nodes of that cluster. Create a Chefrecipe that populates the content of
the ' etc./cluster/nodes config file and restarts the service by using the current members of the layer. Assign that recipe to the
Configure lifecycle event.

Answer: D

Explanation:

You can run custom recipes manually, but the best approach is usually to have AWS OpsWorks Stacks run them automatically.
Every layer has a set of built-in recipes assigned each of five lifecycle events-Setup, Configure, Deploy, Undeploy, and Shutdown.
Each time an event occurs for an instance, AWS OpsWorks Stacks runs the associated recipes for each of the mstance ' s layers,
which handle the corresponding tasks.

For example, when an instance finishes booting, AWS OpsWorks Stacks triggers a Setup event. This event runs the associated
layer ' s Setup recipes, which typically handle tasks such as installing and configuring packages

NEW QUESTION # 205

A company deploys an application on on-premises devices in the company's on-premises data center. The company uses an AWS
Direct Connect connection between the data center and the company's AWS account.

During mitial setup of the on-premises devices and during application updates, the application needs to retrieve configuration files
from an Amazon Elastic File System (Amazon EFS) file system. All traffic from the on-premises devices to Amazon EFS must
remain private and encrypted. The on-premises devices must follow the principle of least privilege for AWS access. The company's
DevOps teamneeds the ability to revoke access from a single device without affecting the access of the other devices. Which
combination of steps will meet these requirements? (Select TWO.)

e A Use the amazon-efS-utils package to mount the EFS file system.

e B. Create an IAM user that has an access key and a secret key for all devices. Attach the
AmazonElasticFileSystemClientRead Write Access policy to the IAM user. Configure the AWS CLI on the on-premises
devices to use the IAM user's access key and secret key.

e (. Use the native Linux NFS client to mount the EFS file system.

e D. Create an IAM user that has an access key and a secret key for each device. Attach the
AmazonElasticFileSystemFullAccess policy to all [AM users. Configure the AWS CLI on the on- premises devices to use the
TAM user's access key and secret key.



¢ E. Generate certificates for each on-premises device mn AWS Private Certificate Authority. Create a trust anchor in IAM
Roles Anywhere that references an AWS Private CA. Create an IAM role that trusts JAM Roles Anywhere. Attach the
AmazonFlasticFileSystemClientRead Write Access to the role. Create an IAM Roles Anywhere profile for the [AM role.
Configure the AWS CLI on the on-premises devices to use the aws_signing_helper command to obtain credentials.

Answer: AJE

NEW QUESTION # 206
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