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WGU Cybersecurity Architecture and Engineering (KFO1/D488)
Cybersecurity-Architecture-and-Engineering Prüfungsfragen mit Lösungen
(Q177-Q182):
177. Frage 
A company has identified a potential risk associated with a new software implementation, which could result in a significant data
breach.
Which step of the risk management life cycle involves implementing security controls to prevent the risk?
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A. Identify
B. Assess
C. Review
D. Control

Antwort: D

Begründung:
The correct answer is C - Control.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the control phase of the risk management life
cycle involves implementing appropriate security measures or countermeasures to mitigate or eliminate identified risks. After a risk is
assessed, controls are applied to address it and reduce its impact or likelihood.
Assess (A) evaluates risk severity. Identify (B) discovers risks. Review (D) checks the effectiveness of applied controls.
Reference Extract from Study Guide:
"The control phase of risk management focuses on applying security controls and mitigations to reduce the risk to an acceptable
level."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Life Cycle

178. Frage 
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all.

Antwort:

Begründung:
* DMCA (Digital Millennium Copyright Act)
* Purpose: The DMCA makes it illegal to violate copyrights by disseminating digitized material.
* Explanation: The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infringement in the
digital age. It provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital
works. The legislation
* criminalizes the production and dissemination of technology, devices, or services intended to circumvent measures that control
access to copyrighted works (commonly known as DRM-Digital Rights Management).
* References: DMCA Overview - U.S. Copyright Office
* HIPAA (Health Insurance Portability and Accountability Act)
* Purpose: Prohibits agencies from distributing an individual's health information without the individual's consent.
* Explanation: HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information.
The Privacy Rule under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses,
and healthcare providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential
handling of protected health information (PHI).
* References: HIPAA Privacy Rule - U.S. Department of Health & Human Services
* FERPA (Family Educational Rights and Privacy Act)
* Purpose: Gives students the right to access their own educational records and prevents schools from distributing student records
without permission.
* Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents
certain rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or
attend a school beyond the high school level. FERPA requires that schools must have written permission from the student or parent
to release any information from a student's education record.
* References: FERPA Regulations - U.S. Department of Education

179. Frage 
A cloud hosting provider is concerned about the potential risks associated with attacks that target the confidentiality and integrity of
sensitive data stored on its servers' volatile memory. The provider has decided to implement hardening techniques and endpoint
security controls to mitigate the risk.
Which hardening technique will meet the needs of this provider?

A. Enforcing a strong password complexity policy for all user accounts
B. Implementing a next-generation antivirus system to detect and prevent malware attacks
C. Conducting regular security awareness training for all employees



D. Implementing secure encrypted enclaves and AMD Secure Memory Encryption

Antwort: D

Begründung:
To protect datain use(within memory), the provider must implementhardware-level memory encryptionandtrusted execution
environments(secure enclaves), which protect against cold boot attacks, memory scraping, and unauthorized access.
NIST SP 800-207A (Hardware-Enabled Security: Enclaves):
"Trusted execution environments and memory encryption mechanisms help ensure that data remains protected even when systems
are compromised at lower levels." This is amodern cloud security best practiceespecially useful forconfidential
computingenvironments.
#WGU Course Alignment:
Domain:System Security Engineering / Cryptography
Topic:Protect data in use with hardware-based encryption and enclaves

180. Frage 
A company recently updated its disaster recovery plan (DRP) to ensure business continuity in the event of a disruptive incident.
Which step will ensure the effectiveness of the DRP?

A. Developing and implementing a testing plan for the DRP
B. Reviewing and updating the DRP regularly to ensure it remains relevant
C. Training employees on their roles and responsibilities during a disaster
D. Performing a risk assessment of the company's information assets

Antwort: A

Begründung:
The correct answer is A - Developing and implementing a testing plan for the DRP.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), testing the disaster recovery plan is critical to
ensuring that it is functional and effective when an actual disruptive event occurs. Regularly scheduled DRP testing validates that
recovery processes work as intended and that personnel are familiar with their responsibilities.
Reviewing (B) and training (D) are important but are supplementary activities. Risk assessment (C) is important for planning but does
not test the DRP.
Reference Extract from Study Guide:
"Testing and exercising disaster recovery plans ensure operational readiness and reveal gaps or weaknesses that can be corrected
before an actual event occurs."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery Testing and Validation

181. Frage 
A company has recently completed its disaster recovery plan and is preparing to test it. Thecompany's IT team has identified the
need to simulate a disaster scenario to evaluate the effectiveness of the plan. The team has considered options including full
interruption tests, walkthroughs, tabletop exercises, and checklists. They want to choose a testing method that will allow them to
evaluate the plan in a controlled environment while minimizing the impact on the company's operations.
Which testing method will meet the needs of the company?

A. Tabletop exercises
B. Checklists
C. Walk-through
D. Full interruption test

Antwort: A

Begründung:
Tabletop exercisessimulate emergency scenarios in alow-risk, discussion-based format, allowing teams to walk through recovery
procedures and decision-making without disrupting actual business operations.
NIST SP 800-84 (Guide to Test, Training, and Exercise Programs):
"Tabletop exercises are effective tools for validating plans and procedures in a discussion format without impacting normal
operations." Full interruption tests are disruptive; checklists and walkthroughs offer lower fidelity evaluations.
#WGU Course Alignment:



Domain:Business Continuity and Disaster Recovery
Topic:Test disaster plans using low-impact simulation techniques

182. Frage
......
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