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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q14-Q19):

NEW QUESTION # 14
What is a recommended practice for securing historians and databases whose purpose is to feed data back into the control
processes?

A. Audit both successful and failed login attempts to databases

B. Use reliable network protocols like HTTP for remote management

C. Use a dedicated domain admin user account to manage databases

D. Facilitate auditing by placing historians and databases in the same DMZ

Answer: A

Explanation:
For systems such as historians and databases critical to control processes, it is important to maintain comprehensive security
monitoring, including:
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Auditing both successful and failed login attempts (A) to detect unauthorized access attempts and provide accountability.

Placing systens in the same DMZ (B) may increase exposure; segmentation is usually preferred.

Using domain admin accounts (C) increases risk by providing excessive privileges; least privilege is recommended.

HTTP (D) is not recommended for management due to lack of encryption; secure protocols like HTTPS or SSH should be used.
GICSP emphasizes rigorous auditing and monitoring as essential for detecting and preventing insider threats and unauthorized access
to critical ICS data.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-82 Rev 2, Section 6.3
(Database Security) GICSP Training on Database and Historian Security

NEW QUESTION # 15
‘Which document should be updated to include incident handling while in the Planning phase of incident response?

A. Access control policy

B. Backup policy
C. Disaster recovery plan

D. Vulnerability report

Answer: C

Explanation:

The Disaster Recovery Plan (DRP) (A) is the document that should incorporate incident handling procedures during the planning
phase. It details how to respond to and recover from incidents to restore normal operations.

Access control policy (B) governs permissions.

Backup policy (C) describes data backup processes but not incident handling,

Vulnerability report (D) is an assessment document, not a procedural plan.

GICSP underscores integrating incident response within disaster recovery planning to ensure comprehensive preparedness.
Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-34 Rev 1 (Contingency
Planning) GICSP Training on Incident Response and Recovery Planning

NEW QUESTION # 16
Which of'the following is a common vulnerability of the DNP3 protocol used in ICS environments?
Response:

A. Inflexibility in adapting to wireless networks

B. Limited compatibility with modern SCADA systems
C. Inability to encrypt data

D. Lack ofreal-time communication capabilities

Answer: C

NEW QUESTION # 17
Which of the following is a commonly used framework for understanding cyber threats in an ICS environment?
Response:

A.ISO 27001

B. MITRE ATT&CK
C. COBIT

D. ITIL

Answer: B

NEW QUESTION # 18
InICS architecture, what is the primary function of a Historian system?
Response:



A. Long-term data storage and trend analysis
B. Supervisory control of field devices

C. Real-time process control

D. Network management

Answer: A

NEW QUESTION # 19
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