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Amazon AWS Certified Cloud Practitioner Sample Questions (Q501-Q506):
NEW QUESTION # 501 
Which of the following is a fully managed graph database service on AWS?

A. Amazon Neptune
B. Amazon Aurora
C. Amazon DynamoDB
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D. Amazon FSx

Answer: A

Explanation:
Amazon Neptune is a fully managed graph database service on AWS. A graph database is a type of database that stores and
queries data as a network of nodes and edges, representing entities and relationships. Graph databases are useful for applications
that deal with highly connected data, such as social networks, recommendation engines, fraud detection, and knowledge graphs45.
Amazon Neptune is a fast, reliable, and scalable graph database service that supports two popular graph models: property graphs
and RDF. Amazon Neptune also supports two open standards for querying graphs: Apache TinkerPop Gremlin and SPARQL.
Amazon Neptune handles the heavy lifting of managing the database, such as provisioning, patching, backup, recovery, encryption,
and replication456. Reference: 4: Managed Graph Database - Amazon Neptune - AWS, 5: Amazon Neptune - A Fully Managed
Graph Database Service, 6: Working with AWS Neptune. Neptune is a fully-managed graph ... - Medium

NEW QUESTION # 502 
A company wants to implement controls (guardrails) in a newly created AWS Control Tower landing zone.
Which AWS services or features can the company use to create and define these controls (guardrails)? (Select TWO.)

A. AWS Config
B. Service control policies (SCPs)
C. AWS Identity and Access Management (1AM)
D. Security groups
E. Amazon GuardDuty

Answer: A,B

Explanation:
AWS Config and service control policies (SCPs) are AWS services or features that the company can use to create and define
controls (guardrails) in a newly created AWS Control Tower landing zone. AWS Config is a service that enables users to assess,
audit, and evaluate the configurations of their AWS resources. It can be used to create rules that check for compliance with the
desired configurations and report any deviations. AWS Control Tower provides a set of predefined AWS Config rules that can be
enabled as guardrails to enforce compliance across the landing zone1. Service control policies (SCPs) are a type of policy that can
be used to manage permissions in AWS Organizations. They can be used to restrict the actions that the users and roles in the
member accounts can perform on the AWS resources. AWS Control Tower provides a set of predefined SCPs that can be enabled
as guardrails to prevent access to certain services or regions across the landing zone2. Amazon GuardDuty is a service that provides
intelligent threat detection and continuous monitoring for AWS accounts and resources. It is not a feature that can be used to create
and define controls (guardrails) in a landing zone. AWS Identity and Access Management (IAM) is a service that allows users to
manage access to AWS resources and services. It can be used to create users, groups, roles, and policies that control who can do
what in AWS. It is not a feature that can be used to create and define controls (guardrails) in a landing zone. Security groups are
virtual firewalls that control the inbound and outbound traffic for Amazon EC2 instances. They can be used to allow or deny access
to an EC2 instance based on the port, protocol, and source or destination. They are not a feature that can be used to create and
define controls (guardrails) in a landing zone.

NEW QUESTION # 503 
A company needs a firewall that will control network connections to and from a single Amazon EC2 instance.
This firewall will not control network connections to and from other instances that are in the same subnet.
Which AWS service or feature can the company use to meet these requirements?

A. Route table
B. Security group
C. Network ACL
D. AWS WAF

Answer: B

NEW QUESTION # 504 
A company moves a workload to AWS to run on Amazon EC2 instances. The company needs to run the workload in the most



cost-effective way.
What can the company do to meet this requirement?

A. Rightsized all the EC2 instances that are used in the deployment.
B. Use multiple AWS accounts and consolidated billing.
C. Use AWS Key Management Service (AWS KMS).
D. Use AWS CloudFormation to deploy the infrastructure.

Answer: A

Explanation:
Rightsizing all the EC2 instances that are used in the deployment is the best way to run the workload in the most cost-effective way.
Rightsizing means choosing the optimal instance type and size for the workload based on the performance and capacity
requirements. Rightsizing helps to avoid over-provisioning or under- provisioning of the EC2 instances, which can result in wasted
resources or poor performance. Rightsizing also helps to take advantage of the different pricing models and features that AWS
offers, such as On-Demand, Reserved, and Spot Instances, and Auto Scaling. For more information, see Rightsizing Your Instances
and
[Cost Optimization with AWS].

NEW QUESTION # 505 
A company needs to migrate a PostgreSQL database from on-premises to Amazon RDS.
Which AWS service or tool should the company use to meet this requirement?

A. Cloud Adoption Readiness Tool
B. AWS Migration Hub
C. AWS Application Migration Service
D. AWS Database Migration Service (AWS DMS)

Answer: D

Explanation:
AWS Database Migration Service (AWS DMS) is a managed and automated service that helps you migrate your databases from
your on-premises or cloud environment to AWS, either as a one-time migration or as a continuous replication. AWS DMS supports
migration between 20-plus database and analytics engines, such as PostgreSQL, Oracle, MySQL, SQL Server, MongoDB,
Amazon Aurora, Amazon RDS, Amazon Redshift, and Amazon S3. AWS DMS also provides schema conversion and validation
tools, as well as monitoring and security features. AWS DMS is a cost-effective and reliable solution for database migration, as you
only pay for the compute resources and additional log storage used during the migration process, and you can minimize the
downtime and data loss with Multi-AZ and ongoing replication12 To migrate a PostgreSQL database from on-premises to Amazon
RDS using AWS DMS, you need to perform the following steps:
Create an AWS DMS replication instance in the same AWS Region as your target Amazon RDS PostgreSQL DB instance. The
replication instance is a server that runs the AWS DMS replication software and connects to your source and target endpoints. You
can choose the instance type, storage, and network settings based on your migration requirements3 Create a source endpoint that
points to your on-premises PostgreSQL database. You need to provide the connection details, such as the server name, port,
database name, user name, and password. You also need to specify the engine name as postgres and the SSL mode as required4
Create a target endpoint that points to your Amazon RDS PostgreSQL DB instance. You need to provide the connection details,
such as the server name, port, database name, user name, and password. You also need to specify the engine name as postgres and
the SSL mode as verify-full.
Create a migration task that defines the migration settings and options, such as the replication instance, the source and target
endpoints, the migration type (full load, full load and change data capture, or change data capture only), the table mappings, the task
settings, and the task monitoring role. You can also use the AWS Schema Conversion Tool (AWS SCT) to convert your source
schema to the target schema and apply it to the target endpoint before or after creating the migration task.
Start the migration task and monitor its progress and status using the AWS DMS console, the AWS CLI, or the AWS DMS API.
You can also use AWS CloudFormation to automate the creation and execution of the migration task.
The other options are not suitable for migrating a PostgreSQL database from on-premises to Amazon RDS. Cloud Adoption
Readiness Tool is a tool that helps you assess your readiness for cloud adoption based on six dimensions: business, people, process,
platform, operations, and security. It does not perform any database migration tasks. AWS Migration Hub is a service that helps you
track and manage the progress of your application migrations across multiple AWS and partner services, such as AWS DMS, AWS
Application Migration Service, AWS Server Migration Service, and CloudEndure Migration. It does not perform any database
migration tasks itself, but rather integrates with other migration services. AWS Application Migration Service is a service that helps
you migrate your applications from your on-premises or cloud environment to AWS without making any changes to the applications,



their architecture, or the migrated servers. It does not support database migration, but rather replicates your servers as Amazon
Machine Images (AMIs) and launches them as EC2 instances on AWS.

NEW QUESTION # 506
......
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