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Z| &l CompTIA SecAl+ CY0-001 FE2MEEA (Q31-Q36):

HAE #31
An Al architect reviews Al utilization and wants to improve the user experience. Which of'the following should the architect review
within the logs?

A. Model accuracy
B. Data storage

C. Access controls
D. Rate monitoring

HE: A

MY
To improve user experience, the architect should review model accuracy in the logs. High accuracy ensures users receive relevant,
reliable responses, directly impacting satisfaction and effectiveness of the Al system

HE #32
A manufacturing company wants to use Al within its operations to improve the efficiency and accuracy of'its processes. Which of
the following should the organization do first to enable adoption and achieve the business objectives?

A. Introduce a generative adversarial network (GAN).

B. Select a large language model (LLM).

C. Hire a data and Al architect.

D. Achieve International Organization for Standardization (ISO) 42001 certification.

HE. C

MH.

The first step in adopting Al to meet business objectives is to establish the right expertise. A data and Al architect can design the
overall strategy, infrastructure, and data pipelines needed for effective Al integration, ensuring alignment with operational goals
before selecting specific models or certifications.

A2 #33
Which control BEST prevents attackers from harvesting password hashes during lateral movement?

A. Network segmentation

B. Credential-guarding solutions
C. Account lockouts

D. Disable RDP

He:. B

dE:
LSASS-protection solutions prevent hash extraction.

EE#34

A group of security engineers is developing a security incident and event management (SIEM) system that will:

- Be able to ingest data from mutltiple structured and unstructured

sources.

- Have a chatbot integrated with a large language model (LLM) that the

security analyst can interact with.

- Provide msights from the SIEM alert data.

Which of the following techniques should the security engineers consider before collecting the data from the respective sources?

e A Verification
e B. Vector storage
e C. Cleansing



¢ D. Balancing
¥e: C

Y.

Data cleansing ensures that structured and unstructured data ingested into the SIEM is accurate, consistent, and fiee from errors or
irrelevant information. This step is critical before integrating with an LLM chatbot, as clean data improves the reliability and quality of
insights generated.

HEE #35
A security analyst finds that the Al system s under a denial-of-wallet attack. Which of the following should the analyst enforce to
protect the company? (Choose two.)

A. Content delivery network (CDN)

B. Application programming interface (API) rate controls
C. Endpoint access controls

D. Modality controls

E. Model fine-tuning

F. Output token controls

HE: BF

3.

API rate controls limit the number of requests within a set timeframe, preventing attackers from overloading the system and driving
up Costs.

Output token controls restrict the length of responses, reducing unnecessary token usage that attackers might exploit in a denial-of-
wallet attack.
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