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A SysOps administrator is deploying an application on 10 Amazon EC2 instances. The application must be highly available. The
instances must be placed on distinct underlying hardware.
What should the SysOps administrator do to meet these requirements?

A. Launch the instances into a partition placement group in multiple AWS Regions.
B. Launch the instances into a spread placement group in multiple AWS Regions.
C. Launch the instances into a spread placement group in single AWS Region
D. Launch the instances into a cluster placement group in a single AWS Region.

Answer: C

Explanation:
To ensure high availability and that instances are placed on distinct underlying hardware, a spread placement group should be used.
Spread placement groups place instances on distinct hardware, reducing the risk of simultaneous failures.
* Create Spread Placement Group:
* Open the EC2 console at Amazon EC2 Console.
* Navigate to Placement Groups in the sidebar.
* Click Create placement group and select Spread for the strategy.
* Launch Instances:
* When launching new instances, select the placement group you created.
* Ensure the instances are in the same AWS Region but spread across distinct hardware.
* Verify Placement:
* After launching, verify that the instances are in the spread placement group by checking the instance details in the console.
Placement Groups
Creating a Spread Placement Group

NEW QUESTION # 86 
A company needs to view a list of security groups that are open to the internet on port 3389.
What should a SysOps administrator do to meet this requirement?

A. Configure Amazon GuardDuly to scan security groups and report unrestricted access on port 3389.
B. Use AWS Identity and Access Management Access Analyzer to find any instances that have unrestricted access on port
3389.
C. Configure a service control policy (SCP) to identify security groups that allow unrestricted access on port 3389
D. Use AWS Trusted Advisor to find security groups that allow unrestricted access on port 3389.

Answer: D

Explanation:
To find security groups that are open to the internet on port 3389, using AWS Trusted Advisor is the most straightforward solution.
AWS Trusted Advisor:
AWS Trusted Advisor provides real-time guidance to help you provision your resources following AWS best practices.
It includes a security check that identifies security groups with unrestricted access.
Steps to Use Trusted Advisor:
Open the AWS Trusted Advisor console.
In the "Security" category, look for the check that identifies security groups with unrestricted access.
Review the report to find security groups that allow unrestricted access on port 3389 (RDP).
Reference:
AWS Trusted Advisor
AWS Trusted Advisor Best Practices

NEW QUESTION # 87 
A Sysops administrator creates an Amazon Elastic Kubernetes Service (Amazon EKS) cluster that uses AWS Fargate. The cluster
is deployed successfully. The Sysops administrator needs to manage the cluster by using the kubect1 command line tool.
Which of the following must be configured on the Sysops administrator's machine so that kubect1 can communicate with the cluster
API server?

A. The Fargate profile
B. The eks-connector.yaml file



C. The kubeconfig file
D. The kube-proxy Amazon EKS add-on

Answer: C

Explanation:
The kubeconfig file is a configuration file used to store cluster authentication information, which is required to make requests to the
Amazon EKS cluster API server. The kubeconfig file will need to be configured on the SysOps administrator's machine in order for
kubectl to be able to communicate with the cluster API server.
https://aws.amazon.com/blogs/developer/running-a-kubernetes-job-in-amazon-eks-on-aws-fargate-using-aws-ste

NEW QUESTION # 88 
A company hosts a web application on an Amazon EC2 instance. The web server logs are published to Amazon CloudWatch Logs.
The log events have the same structure and include the HTTP response codes that are associated with the user requests. The
company needs to monitor the number of times that the web server returns an HTTP 404 response.
What is the MOST operationally efficient solution that meets these requirements?

A. Create an AWS Lambda function that runs a CloudWatch Logs Insights query that counts the number of 404 codes in the
log events during the past hour.
B. Create a script that runs a CloudWatch Logs Insights query that counts the number of 404 codes in the log events during
the past hour.
C. Create a CloudWatch Logs metric filter that counts the number of times that the web server returns an HTTP 404
response.
D. Create a CloudWatch Logs subscription filter that counts the number of times that the web server returns an HTTP 404
response.

Answer: C

Explanation:
This is the most operationally efficient solution that meets the requirements, as it will allow the company to monitor the number of
times that the web server returns an HTTP 404 response in real-time. The other solutions (creating a CloudWatch Logs subscription
filter, an AWS Lambda function, or a script) will require additional steps and resources to monitor the number of times that the web
server returns an HTTP 404 response.
A metric filter allows you to search for specific terms, phrases, or values in your log events, and then to create a metric based on the
number of occurrences of those search terms. This allows you to create a CloudWatch Metric that can be used to create alarms and
dashboards, which can be used to monitor the number of HTTP 404 responses returned by the web server.

NEW QUESTION # 89 
A SysOps administrator needs to configure the Amazon Route 53 hosted zone for example.com and www.example.com to point to
an Application Load Balancer (ALB). Which combination of actions should the SysOps administrator take to meet these
requirements? (Select TWO.)

A. Configure an alias record for www.example.com to point to the Route 53 example.com record.
B. Configure an A record for www.example.com to point to the IP address of the ALB.
C. Configure an alias record for example.com to point to the CNAME of the ALB.
D. Configure anArecordforexample.com to point to the IP address of the ALB.
E. Configure a CNAME record for example com to point to the CNAME of the ALB.

Answer: A,C

Explanation:
You are correct that an A record typically points to an IP address. However, in the case of an Application Load Balancer (ALB),
you cannot use an A record with an IP address because the IP addresses of an ALB can change over time. Instead, you can use an
alias record to point to the DNS name of the ALB. An alias record is a Route 53 extension to DNS that allows you to route traffic
to selected AWS resources, such as an ALB, by using a friendly DNS name, such as example.com, instead of the resource's IP
address or DNS name.

NEW QUESTION # 90
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