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Z|Al cCISO 712-50 F R M EZEE A (Q434-Q439):

AE #434
To have accurate and effective information security policies how often should the CISO review the organization policies?

A. Every 6 months

B. At least once a year
C. Quarterly

D. Before an audit

X
m

: B

EE #435
While designing a secondary data center for your company what document needs to be analyzed to determine to how much should
be spent on building the data center?

A. Business continuity plan

B. Enterprise Risk Assessment

C. Application mapping document
D. Disaster recovery strategic plan

02
m

: D

EE #436
During an audit, what should the auditor do after identifying threats and potential impact?

A. Create the audit checklist

B. Identify and evaluate the existing controls
C. Create a threat findings report

D. Perform an asset classification

HE: B

MY

Comprehensive and Detailed Explanation:

The CCISO audit process follows a logical flow: identify threats and impact, then evaluate existing controls to determine whether
they adequately mitigate identified risks. Reporting occurs after control evaluation.

EE #437
The total cost of security controls should:

¢ A Be less than the value of the information resource being protected
¢ B. Be greater than the value of the information resource being protected
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¢ C. Be equal to the value of the information resource being protected
¢ D. Should not matter, as long as the information resource is protected

HE: A

EAE #438
In defining a strategic security plan for an organization, what should a CISO first analyze?

A. Reach out to a business similar to yours and ask for their plan
B. Review business acquisitions for the past 3 years

C. Analyze the broader organizational strategic plan

D. Set goals that are difficult to attain to drive more productivity

HE: C

MY

* Strategic Security Plan Foundation:

* The CISO must ensure that the security strategy aligns with the organization's broader strategic objectives.
* Analyzing the organizational strategic plan ensures that security initiatives support business goals, such as growth, innovation, or
market expansion.

* Why Not Other Options:

* A: External plans may not align with internal goals or constraints.

* B: Unrealistic goals can lead to failure and misalignment with business objectives.

* C: Reviewing acquisitions is useful but not a starting point for strategic planning,

Reference:

SecurityIntelligence on Building Strategic Security Plans

Reference: https:/securityintelligence.convthe-importance-of-building-an-information-security-strategic- plan/
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