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GIAC Red Team Professional Sample Questions (Q71-Q76):
NEW QUESTION # 71 
In the context of delivering a malicious payload, what does 'spear phishing' refer to?
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Response:

A. A broad, untargeted phishing campaign
B. Broadcasting the payload over an open Wi-Fi network
C. Directly installing the payload on the target machine via physical access
D. A targeted attack that involves sending emails to specific individuals

Answer: D

NEW QUESTION # 72 
Which features of Cobalt Strike make it a preferred tool for C2 operations?
(Choose two)
Response:

A. Easy detection by security tools
B. Customizable communication channels
C. Open-source code
D. Ability to execute payloads on compromised hosts

Answer: B,D

NEW QUESTION # 73 
Which key aspects are typically addressed in adversary emulation exercises?
(Choose two)
Response:

A. Vulnerability assessment across all systems
B. Incident response processes
C. Application development lifecycle
D. Detection and response capabilities

Answer: B,D

NEW QUESTION # 74 
Which of the following tools is primarily used for Active Directory enumeration?
Response:

A. Nessus
B. BloodHound
C. Wireshark
D. Metasploit

Answer: B

NEW QUESTION # 75 
Which two techniques are commonly used to achieve persistence on a compromised Linux system?
(Choose two)
Response:

A. Disabling SELinux
B. SSH key injection
C. Using registry keys
D. Modifying the crontab

Answer: B,D
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