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HM #14
Which of the following has the GREATEST impact on the treatment of data within the scope of an organization's privacy policy?

¢ A Data processing agreement

¢ B. Data protection impact assessment (DPIA)
¢ C. Data flow diagram

¢ D. Data classification
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Explanation

Data classification is the process of categorizing data according to its sensitivity, value, and criticality for the organization and the data
subjects. Data classification has the greatest impact on the treatment of data within the scope of an organization's privacy policy, as it
determines the appropriate level of protection, access, retention, and disposal for each type of data. Data classification also helps to
comply with the privacy principles and regulations, such as data minimization, purpose limitation, accuracy, security, and
accountability.

References: CDPSE Review Manual, 2021, p. 80

R #15
Which of the following is MOST important to establish within a data storage policy to protect data privacy?

A. Data quality assurance (QA)
B. Data redaction

C. Collection limitation

D. Irreversible disposal
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ER #16
Which of'the following is the BEST way to limit the organization's potential exposure in the event of consumer data loss while
maintaining the traceability of the data?

A. De-identify the data.

B. Encrypt the data at rest.

C. Require a digtal signature.

D. Use a unique hashing algorithm

IEf#: A
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De-identification is a technique that removes or modifies direct and indirect identifiers in a data set to prevent or limit the
identification of the data subjects. De-identification reduces the risk of re-identification and thus limits the organization's potential
exposure in the event of consumer data loss. De-identification also maintains the traceability of the data by preserving some
characteristics or patterns of the original data that can be used for analysis or research purposes. The other options are not effective
ways to limit exposure and maintain traceability1, p. 75-76 Reference: 1: CDPSE Review Manual (Digital Version)
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HE#17
‘Which of the following processes BEST enables an organization to maintain the quality of personal data?

A. Maintaining hashes to detect changes in data

B. Implementing routine automatic validation

C. Encrypting personal data at rest

D. Updating the data quality standard through periodic review

IEf#: B
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The best way to maintain the quality of personal data is to implement routine automatic validation, which is a process of checking the
accuracy, completeness, consistency, and timeliness of the data using automated tools or scripts. Routine automatic validation can
help identify and correct any errors, anomalies, or discrepancies in the data, as well as ensure that the data meets the specified
quality standards and requirements. Routine automatic validation can also help improve the efficiency and reliability of the data
processing and analysis12.

Reference:

CDPSE Exam Content Outline, Domain 3 - Data Lifecycle (Data Quality), Task 2: Implement data quality measures3.

CDPSE Review Manual, Chapter 3 - Data Lifecycle, Section 3.2 - Data Quality4.

B #18
When evaluating cloud-based services for backup, which of the following is MOST important to consider from a privacy regulation
standpoint?

e A. Volune of data stored

¢ B. Data residing in another country
e (. Privacy training for backup users
¢ D. Data classification labeling

iIFf@#: B
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Reference:

‘When evaluating cloud-based services for backup, one of the most important factors to consider froma privacy regulation
standpoint is data residing in another country. This is because different countries may have different privacy laws and regulations that
apply to the personal data stored or processed in their jurisdictions. Some countries may have more stringent or protective privacy
laws than others, while some countries may have more intrusive or invasive practices that pose threats to data privacy. Therefore, an
organization should be aware of the location of its cloud-based backup service provider and its servers, and ensure that there are
adequate safeguards and agreements in place to protect the personal data from unauthorized or unlawful access, use, disclosure, or
transfer. Reference: : CDPSE Review Manual (Digital Version), page 159
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