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Cisco Securing Networks with Cisco Firepower 300-710 Priifungsfragen mit
Losungen (Q223-Q228):

223. Frage
Refer to the exhibit.
What must be done to fix access to this website while preventing the same communication to all other websites?

A. Create an access control policy rule to allow port 80 to only 172.1.1 50.

B. Create an intrusion policy rule to have Snort allow port 80 to only 172.1.1 50.
C. Create an access control policy rule to allow port 443 to only 172.1.1 50

D. Create an intrusion policy rule to have Snort allow port 443 to only 172.1.1.50

Antwort: A

224. Frage
Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig? (Choose two.)

A. EIGRP

B. BGP

C. OSPF

D. static routing
E. IS-IS

Antwort: B,C

225. Frage

Refer to the exhibit. An organization has an access control rule with the intention of sending all social media traffic for inspection.
After using the rule for some time, the administrator notices that the traffic is not being inspected, but is being automatically allowed.
‘What must be done to address this issue?

A. Modify the rule action from trust to allow

B. Add the social network URLSs to the block list

C. Modify the selected application within the rule

D. Change the intrusion policy to connectivity over security.

Antwort: A

Begriindung;

Rule 4: Allow is the final rule. For this rule, matching traffic is allowed; however, prohibited files, malware, intrusions, and exploits
within that traffic are detected and blocked. Remaining non- prohibited, non-malicious traffic is allowed to its destination, though it is
still subject to identity requirements and rate limiting. You can configure Allow rules that perform only file inspection, or only intrusion
inspection, or neither.

httpsy//www.cisco.comvc/en/us/td/docs/security/firepower/660/configuration/guide/fpme-config- guide-

vob6/access_control rules.html

226. Frage

Refer to the exhibit. An engineer is configuring a high-availability solution that has the hardware devices and software versions:

* two Cisco Secure Firewall 9300 Security Appliances with FXOS SW 2.0(1.23)

* software Cisco Secure Firewall Threat Defense 6.0.1.1 (build 1023) on both appliances

* one Cisco Secure Firewall Management Center with SW 6.0.1.1 (build 1023) Which condition must be met to complete the high-

availability configuration?

A. Both firewalls must have the same number of interfaces.

B. Both firewalls must be in transparent mode.

C. DHCP nmust be configured on at least one firewall interface.
D. The version numbers must have the same patch number.



Antwort: A

227. Frage
A security engineer manages a firewall console and an endpoint console and finds it challenging and the consuming to review events
and modify blocking of specific files in both consoles. Which action must the engineer take to streamline this process?

¢ A Fromthe Secure FMC. create a Cisco Secure Endpoint object and reference the object in the Cisco Secure Endpoint
console.

¢ B. mitiate the integration between Secure FMC and Cisco Secure Endpoint from the Secure FMC using the AMP tab

¢ (. Within the Cisco Secure Endpoint console, copy the connector GUID and paste into the Cisco Secure Firewall
Management Center (FMC) AMP tab.

¢ D. Fromthe Cisco Secure Endpoint console, Croats and copy an API key and paste into the Cisco Secure AMP tab

Antwort: B

Begrindung;

To streamline the process of reviewing events and modifying blocking of specific files across both the firewall console and the
endpoint console, the security engineer should nitiate the integration between Secure FMC and Cisco Secure Endpoint (formerly
AMP for Endpoints) from the Secure FMC using the AMP tab.

Steps:

* In the FMC, navigate to Devices > Device Management.

* Select the device and go to the AMP tab.

* Initiate the integration by configuring the necessary API credentials and linking the FMC to the Cisco Secure Endpoint console.
* This ntegration allows the security engineer to view endpoint events and apply blocking actions directly from the FMC,
consolidating the management tasks.

This approach simplifies the workflow by providing a single interface to manage both network and endpoint security, reducing the
time and effort required to maintain security across the organization.

References: Cisco Secure Firewall Management Center and Cisco Secure Endpoint Integration Guide.
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