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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q84-Q89):
NEW QUESTION # 84 
Which technique uses file sharing or an instant messenger client such as Meebo running over Hypertext Transfer Protocol (HTTP)?

A. Tunneling within commonly used services
B. Use of non-standard ports
C. Port hopping
D. Hiding within SSL encryption

Answer: A

Explanation:
Tunneling is a method of transporting data across a network using protocols that are not supported by that network. Tunneling
works by encapsulating packets: wrapping packets inside of other packets. Tunneling within commonly used services is a technique
that uses file sharing or an instant messenger client such as Meebo running over HTTP to bypass firewalls or other network
restrictions. The data packets are encapsulated within HTTP packets and sent as normal web traffic. This way, the data packets can
reach their destination without being blocked or detected by the network. References: What is tunneling? | Tunneling in networking |
Cloudflare, What Is Network Tunneling & How Is It Used? | Traefik Labs, networking - What is HTTP tunneling? - Stack
Overflow

NEW QUESTION # 85 
Which type of LAN technology is being displayed in the diagram?

A. Star Topology
B. Mesh Topology
C. Spine Leaf Topology
D. Bus Topology

Answer: B

Explanation:
The diagram displays a mesh topology, where each device is connected to every other device in the network.
This topology is characterized by the multiple connections each node has, ensuring there is no single point of failure and providing
redundant paths for data transmission, enhancing the reliability and resilience of the network. Mesh topology is one of the types of
LAN technology that uses ethernet or Wi-Fi to connect devices12. References:
* What Is Local Area Network (LAN)? Definition, Types, Architecture, and Best Practices from Spiceworks
* Types of LAN | Introduction and Classification of LAN from EDUCBA

NEW QUESTION # 86 
Which two network resources does a directory service database contain? (Choose two.)

A. Users
B. Terminal shell types on endpoints
C. Services
D. /etc/shadow files

Answer: A,C

Explanation:
A directory service is a database that contains information about users, resources, and services in a network.

NEW QUESTION # 87 
What are two advantages of security orchestration, automation, and response (SOAR)? (Choose two.)

A. Completely isolated system



B. Long-term retention of logs
C. Scripting of manual tasks
D. Consistent incident handling

Answer: C,D

Explanation:
Scripting of manual tasks - SOAR platforms automate repetitive, manual security tasks through playbooks and scripting, improving
response time and efficiency.
Consistent incident handling - SOAR ensures that incidents are managed in a standardized and repeatable manner, reducing errors
and improving compliance.
Isolated system and log retention are not core advantages of SOAR.

NEW QUESTION # 88 
Which security component can detect command-and-control traffic sent from multiple endpoints within a corporate data center?

A. Next-generation firewall
B. Personal endpoint firewall
C. Stateless firewall
D. Port-based firewall

Answer: A

Explanation:
A next-generation firewall (NGFW) is a security component that can detect command-and-control (C2) traffic sent from multiple
endpoints within a corporate data center. A NGFW is a network device that combines traditional firewall capabilities with advanced
features such as application awareness, intrusion prevention, threat intelligence, and cloud-based analysis. A NGFW can identify and
block C2 traffic by inspecting the application layer protocols, signatures, and behaviors of the network traffic, as well as correlating
the traffic with external sources of threat intelligence. A NGFW can also leverage inline cloud analysis to detect and prevent zero-
day C2 threats in real-time. A NGFW can provide granular visibility and control over the network traffic, as well as generate alerts
and reports on the C2 activity. References:
* Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET)
* Command and Control, Tactic TA0011 - Enterprise | MITRE ATT&CK
* Advanced Threat Prevention: Inline Cloud Analysis - Palo Alto Networks
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