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Cisco Certified Network Associate Exam 52 5 200-301 &% 5% & (Q217-
Q222):

B #217
Refer to the exhibit.

Rl#¥show

What does router R1 use as its OSPF router-1D?

e A 10.10.10.20
e B.172.16.15.10
e C.10.10.1.10

e D.192.168.0.1
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B #218

Drag and drop the attack-mitigation techniques from the left onto the Types of attack that they mitigate on the right.

configure B02. 1x authentication

802.14 double-tagging rack

MAC flooding attack

_56, .
configure the natve VLAN mw\.eﬁga man-n-the-midde sp00fng Hack

-
disable DTP switch-spoofing VLAN-hopping attack
Efg:
fiREH :
configure BO2. 1x authentication :I confighire the native VLAN with a nondefault VLAN ID

[0T0 01 febenreoicr o

configure the native VLAN with a nondefault VLAN I0.

disadle DTP : @sadle DTP
802,14 double-t290ing VLAN-hopging attack configure théniativq" ith a nondefault VLAN ID
MAC floodng atack configure SOQgNﬁion
man-a-the-midde spootg sttack J cog HCP snooping
st sgoofng VLANhagpng ack (- V(;sable DTP

H #219

Drag and drop the IPv6 address details from the left onto the corresponding types on the right.



wdentifies an interface on an [Pv6 device

R #220




All physical cabling is in place. Router R4 and PCI are fully configured and inaccessible. R4's WAN interfaces use .4 in the last octet
for each subnet.

Configurations should ensure that connectivity is established end-to-end.

1 . Configure static routing to ensure Rl prefers the path through R2 to reach only PCI on R4's LAN

2. Configure static routing that ensures traffic sourced from RI will take an alternate path through R3 to PCI in the event of an outage
along the primary path

3. Configure default routes on RI and R3 to the Internet using the least number of hops Guidelines This is a lab item in which tasks
will be performed on virtual devices.

* Refer to the Tasks tab to view the tasks for this lab item

* Refer to the Topology tab to access the device console(s) and perform the tasks.

* Console access is available for all required devices by clicking the device icon or using the tab(s) above the console window.

* All necessary preconfigurations have been applied.

* Do not change the enable password or hostname for any device.

* Save your configurations to NVRAM before moving to the next item

* Click Next at the bottom of the screen to submit this lab and move to the next question.

* When Next is clicked, the lab closes and cannot be reopened.

Device | Interface | IP Address
R3 e0/2 209.165.201.3
ISP e0/0 209.165.201.1
PC1 e0/0 10.0.41.10

R1 R2
= 20/0 e0/0
W oo

e0/1 e/
10.0.13.0/27 10.0.24.0/29
e0/0 e0/0
—_— 10.0.34.0/28
R3 ‘ieﬂﬁ o1 & WR4
el/2 e0/2
209.165.201.0/27 10.0.41.0/24

- L

ISP PC1




Ef#:

RN -

See the solution below in Explanation.

Explanation

To configure static routing on R1 to ensure that it prefers the path through R2 to reach only PC1 on R4's LAN, you need to create a
static route for the host 10.0.0.100/8 with a next-hop address 0f20.0.0.2, which is the IP address of R2's interface connected to
R1. Youalso need to assign a lower administrative distance (AD) to this route than the default AD of 1 for static routes, so that it
has a higher preference over other possible routes. For example, you can use an AD of 10 for this route. To create this static route,
you need to enter the following commands on R1's console:

Rl#configure terminal R1(configi#ip route 10.0.0.100 255.0.0.0 20.0.0.2 10 R1(config)#end To configure static routing on R1 that
ensures that traffic sourced from R1 will take an alternate path through R3 to PC1 in the event of an outage along the primary path,
you need to create another static route for the host 10.0.0.100/8 with a next-hop address 0£40.0.0.2, which is the IP address of
R3's mnterface connected to R1. You also need to assign a higher AD to this route than the AD of the primary route, so that it has a
lower preference and acts as a backup route. For example, you can use an AD of 20 for this route. This type of static route is also
known as a floating static route. To create this static route, you need to enter the following commands on R1's console:
Rl#configure terminal R1(configi#ip route 10.0.0.100 255.0.0.0 40.0.0.2 20 R1(config)#end To configure default routes on R1
and R3 to the Internet using the least number of hops, you need to create a static route for the network 0.0.0.0/0 with a next-hop
address of'the ISP's interface connected to each router respectively. A default route is a special type of static route that matches any
destination address and is used when no other specific route is available. The ISP's interface connected to R1 has an IP address of
10.0.0.4, and the ISP's interface connected to R3 has an IP address of 50.0.0.4. To create these default routes, you need to enter
the following commands on each router's console:

On R1: R1#configure termmnal R1(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.4 R1(configitend On R3: R3#configure terminal
R3(configi#ip route 0.0.0.0 0.0.0.0 50.0.0.4 R3(configitend

B #221
Which RPVST+ port state is excluded fromall STP operations?

A. learning
B. disabled

C. forwarding
D. blocking

IEf#: B
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