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CompTIA SecAI+ Certification Exam Sample Questions (Q78-Q83):
NEW QUESTION # 78 
Customer feedback for an AI chatbot has a high-rate of non-answers, which is causing higher central processing unit (CPU)
utilization. Which of the following should be implemented?

A. Cost monitoring
B. Guardrails
C. Prompt logging
D. Response confidence level

Answer: D

Explanation:
Implementing a response confidence level ensures the chatbot only provides answers when the model is sufficiently confident. This
reduces irrelevant or empty responses, improving user experience and lowering unnecessary CPU utilization.
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NEW QUESTION # 79 
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?

A. Conduct a risk assessment.
B. Use a secure data communication channel for chat.
C. Enable role-based access management
D. Implement prompt firewalls.

Answer: A

Explanation:
Before deploying an AI chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

NEW QUESTION # 80 
An AI architect reviews AI utilization and wants to improve the user experience. Which of the following should the architect review
within the logs?

A. Data storage
B. Model accuracy
C. Rate monitoring
D. Access controls

Answer: B

Explanation:
To improve user experience, the architect should review model accuracy in the logs. High accuracy ensures users receive relevant,
reliable responses, directly impacting satisfaction and effectiveness of the AI system.

NEW QUESTION # 81 
Hotspot Question
Instructions
Use the drop-down menus to define two appropriate security controls for each component of the AI system. Each control may be
used only once.
If at any time you would like to bring back the initial state of the simulation please click the Reset All button.
An engineer is deploying a new AI system and wants to integrate it into the core system through an API.





Answer:

Explanation:



Explanation:
Cloud control plane: IAM policies, Resource policies
Prompt firewall: Injection policies, Output monitoring
WAF: Connection rate limits, Input token validation
Front-end API + Model + Vector database: Guardrails, Input quota
API gateway: Load balancing, Authentication token validation
Cloud control plane relies on IAM and resource policies to enforce centralized identity and access management as well as usage
restrictions.
Prompt firewall protects against malicious input via injection policies and ensures outputs are monitored for compliance and safety.
WAF controls connection rate to mitigate DoS and validates input tokens to stop unauthorized access attempts.
Front-end API, Model, and Vector database share guardrails to restrict unsafe behaviors and input quotas to prevent overuse,
making them consistent and efficient security points.
API gateway enforces load balancing for availability and validates authentication tokens at the entry point, providing secure and
scalable access.



NEW QUESTION # 82 
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the AI system:

Which of the following is the vulnerability that has occurred and the control the analyst should implement?

A. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
B. The vulnerability is model hallucinations, and the analyst should develop output validations.
C. The vulnerability is sensitive information disclosure, and the analyst should employ masking.
D. The vulnerability is role impersonation, and the analyst should use validation.
E. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.

Answer: C

Explanation:
The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

NEW QUESTION # 83
......
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