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F=x 274
¢ Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
=A 1 mspection modes and web filtering, configuring application control, deploying antivirus scanning modes,

and implementing IPS for threat protection.

¢ Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
FH 2 load balance traffic across multiple WAN links.

¢ Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate

=X 3
*A cloud deployments (CNF and VM), and FortiSASE administration with user onboarding,

¢ VPN: This domain focuses on implementing meshed or partially redundant [Psec VPN topologies for
FH 4 secure connections.

¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for

A 5 o
T user identification.
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EE #61
Refer to the exhibits.

System Performance output

em performance status
CPU 0% user 0% syatem 0% nice 100% idle 0% iowait 0% irq 0% softirg
0% uszer 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirqg
0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% ftirqg
Memory: 2042076k total, 1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)
1 1 minute, 19/4 kbps in 10 minutes, 19/3 kbps in 30 minutes
: 36/18 kbps in 1 minute, 5 10 minutes, 58/87 kbps in 30 minutes
ions in 1 minute, . 10 minutes, 21 ses in 30 minutes
2 n 30 minutes
nd in last 10 min
n last 10 min
in last 30

8/86 kbps i

: 0 total in l/minute
Uptime: 10 days, 22 hours, S0wminutes

3 in last 30 minutes

Memory usage threshold settings

config system global
set memory-use-threshold-extreme 895
set memory-use-threshold-green 82
set memory-use-threshaold-red 88
end

The system performance output and default configuration of high memory usage thresholds on a FortiGate device are shown.
Based on the system performance output, what are the two possible outcomes? (Choose two.)

¢ A. Administrators can access FortiGate only through the console port.
¢ B. Administrators can change the configuration.

¢ C. FortiGate has entered conserve mode.

¢ D. FortiGate drops new sessions.

HE. B,C

A

From the exhibits:

System performance output

Memory used: 90%

Free memory: ~5%

Default memory thresholds (FortiOS 7.6)

memory-use-threshold-green 82%

memory-use-threshold-red 88%

memory-use-threshold-extreme 89%

Because memory usage (90%) exceeds the extreme threshold (89%), the FortiGate enters conserve mode.
Effects of conserve mode (FortiOS 7.6 - verified)

B . FortiGate has entered conserve mode.

Correct

‘When memory usage exceeds the red/extreme threshold, FortiGate automatically enters conserve mode.
This is exactly the condition shown in the system performance output.

D . Administrators can change the configuration.

Correct

Even in conserve mode:

Administrators can still log in (GUI, SSH, console)

Configuration changes are allowed

FortiGate does not lock configuration access during conserve mode.

This behavior is explicitly documented in the FortiOS 7.6 Conserve Mode section.
Why the other options are incorrect

A . Admmistrators can access FortiGate only through the console port.
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Incorrect

Network access (GUI/SSH) is still available in conserve mode unless otherwise restricted.

Console-only access is not a conserve-mode requirement.

C . FortiGate drops new sessions.

Incorrect (as a general statement)

FortiGate may drop or bypass new inspection-required sessions depending on fail-open/fail-close settings.
It does not universally drop all new sessions, so this statement is not always true.

HEE #62

FortiGate is integrated with FortiAnalyzer and FortiManager.

‘When creating a firewall policy, which attribute must an administrator include to enhance functionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Policy ID

B. Universally Unique Identifier
C. Sequence ID

D. LogID

Hg: B

ME.

FortiGate uses a Universally Unique Identifier (UUID) for each firewall policy. This UUID is synchronized with FortiAnalyzer and
FortiManager, allowing them to reliably identify the policy even if the policy ID or sequence changes. This ensures consistent log
recording and enhanced functionality across integrated devices.

HEE #63
Refer to the exhibit to view the firewall policy.
Firewai poincy conmngurauon

Edit Policy
Name © Internet_Access
Incoming Interface ™ port2 x
f
Outgoing Interface & portl x
+
Source = all x
+
Destination = all x
+
Schedule (@ always b
Service @ DNS x
W FTP x
@ HTTP x
@ HTTPS x
+
B aalls VYT~ rrans



rcuon BMEASSIAE VR

Firegsi/Network Options ==RATINET
NAT

IP Pool Configuration PO T AL S =N Use Dynamic IP Pool
Preserve Source Port O

Protocol Options ] default AW 4

Security Profiles

AntiVirus © EH default AW 4

Web Filter >

DNS Filter »

Application Control O

IPS o J

File Filter >

SSL Inspection BN certificate-inspection ¥ &

‘Why would the firewall policy not block a well-known virus, for example eicar?

B. The action on the firewall policy is not set to deny.
C. The firewall policy is not configured in proxy-based inspection mode.
D. The firewall policy does not apply deep content inspection.

He: D
ME:

A. Web filter is not enabled on the firewall policy to complement the antivirus profile.

The firewall policy uses certificate-mspection under SSL inspection and flow-based inspection mode. Certificate inspection does not

decrypt HTTPS traffic; it only checks the certificate fields.

Because of this, FortiGate cannot perform deep content inspection, which is required for antivirus to detect and block threats such

as the EICAR test virus within encrypted HTTPS sessions.

HE #64

Refer to the exhibit. Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode?

(Choose two.)



config system global

set av-failopen ongeshot. - =
end o

config ips global
set fail-épen enable
end

A. Administrators cannot change the configuration.

B. FortiGate skips quarantine actions.

C. FortiGate drops new sessions requiring inspection.

D. Admmnistrators must restart FortiGate to allow new session.

: AB
MY,

System configuration cannot be changed because of the IPS Global configuration "fail-open enabled" FortiGate skips quarantine
actions - again because of the IPS Global configuration "fail-open enabled"

a

o
m

HE #65
Refer to the exhibit. The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.



FortiGate web filter profile configuration

Edit Web Filter Prohle
Name Corporate
Comments Vit ymmen ! { 07255

Feature set Proxy-based

@€ FortiGuard Category Based Filter

=:RTINET.

Name Action

[5] Bangwadth Consumung ©

Freeware and Software Downlogds O Alow
File Sharing and Storage @ Allow
Streaming Media and Download @ Allow
Peet -to peer Flle Sharing @ Alow
Internet Radio and TV O Aliow
Intet net Telephony © Aliow

[5) Security Risk @

Malicious Websites @ Bilock

IS% €D

An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The
administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

A. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

B. Set the Freeware and Software Downloads category Action to Warming,

C. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.com as destination
address.

e D. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

HY: AD

Y.
You can create a web rating override to change the website category to someone that is blocked in the web filter profile You can



enable the URL Filter in the Web Filter Profile and block the website.
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