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Cisco 100-160 A|ERZ:
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FH 1

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

FH 2

Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
prevention systemns, providing insight into how threats are mitigated within network environments.

FH 3

Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

= 4

Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systens

FH 5

Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Z| Al Cisco CCST 100-160 FE M EZE X (Q251-Q256):

EE #251

Which encryption method provides the highest level of security for a wireless SoHo network?

kS

ME.

o

A TKTIP
B. WEP
C. WPA
D. WPA2

: D

WPA2 (Wi-Fi Protected Access 2) is currently the most secure encryption method for wireless networks. It uses the Advanced
Encryption Standard (AES) algorithm, which provides a high level of protection against unauthorized access. WEP (Wired
Equivalent Privacy) is an older encryption method that is considered weak and easily crackable. WPA (Wi-Fi Protected Access) is
an improvement over WEP but still has some vulnerabilities. TKIP (Temporal Key Integrity Protocol) is an older encryption method
used with WPA that has also been found to have security weaknesses. Therefore, the correct answer is WPA2.

EE #252

What is a common outcome of the policy development phase in cybersecurity planning?

Y-

ME:

A

A. Development of security awareness training prograns
B. Creation of incident response plans

C. Identification of security vulnerabilities

D. Implementation of technical controls

The policy development phase in cybersecurity planning nvolves creating and documenting the policies and procedures that guide
the organization's cybersecurity practices. It often includes the development of security awareness training prograns to educate
employees about their roles and responsibilities in maintaining cybersecurity and to promote good security practices throughout the




organization.

AE #253
‘Which of'the following best defines the concept of preserving digital evidence?

A. Gathering all digital evidence in a physical location.

B. Making an exact copy of the digital evidence for analysis.

C. Encrypting the digital evidence to prevent unauthorized access.
D. Destroying digital evidence after analysis to save storage space.

He: B

MY

Preserving digital evidence mvolves creating an exact copy of the original evidence to be used for analysis. This ensures that the
original evidence remains intact and uncontaminated, while allowing investigators to work with a replicated version. It is crucial to
prevent any modifications to the original evidence, as any changes can compromise the accuracy and integrity of the investigation.

HE #254
Which protocol is used to assign IP addresses to devices on a network?

A ICMP
B. UDP
C. DHCP
D. TCP

e C

HE:

DHCP (Dynamic Host Configuration Protocol) is used to assign IP addresses dynamically to devices on a network. Instead of
manually configuring IP addresses on each device, DHCP allows for automated IP address allocation, making network
admmnistration more efficient.

AR #255
What is the highest level of risk for a cybersecurity vulnerability that poses an immediate and significant threat to critical assets,
systemns, or data?

A. High risk

B. Medium risk

C. Lowrisk

D. Extremely high risk

= 1= P ))

o
m

MY

The highest level of risk for a cybersecurity vulnerability that poses an immediate and significant threat to critical assets, systems, or
data is categorized as an extremely high risk. Vulnerabilities at this level represent a severe and imminent danger to an organization's
key resources and require immediate attention and mitigation efforts to mmimize potential harm or losses.

EE #256
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