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B #108
Refer to the exhibit.

HQ-NGFW-1 # diagnose test application ipsmonitor
pid = 2044, engine count = 0 (+1)
0 - pid:2079:2074 cfg:1 master:0 run:l

1

As an admmistrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. FortiGate entered into IPS fail open state.

B. There is a no firewall policy configured with an IPS security profile.

C. Administrator entered the command diagnose test application ipsmonitor 99.
D. Administrator entered the command diagnose test application ipsmonitor 5.

iIFf@g: B
R e«

The output shows the IPS engine count as 0, indicating no active IPS engines are running, This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

B #109
Refer to the exhibit.

REERTINET. ]

HO-NGFW-1 # diagnose test appdication ipsmonitor
pid 2044, &n¥amne count 0 (+1)
0 - pid:20%Wy' 2074 cfg:1 master:0 run:l

As an admmistrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

e A FortiGate entered nto IPS fail open state.

e B. There is a no firewall policy configured with an IPS security profile.

e C. Admmistrator entered the command diagnose test application ipsmonitor 99.
e D. Admmistrator entered the command diagnose test application ipsmonitor 5.

IEf#: B

fiE L.
The output shows the IPS engine count as 0, indicating no active IPS engines are running. This typically means no firewall policy is
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referencing the IPS security profile, so the IPS profile is not being applied or triggered.

B #110
Refer to the exhibit.

Application and Filtdrtaezdd INET.

Priority Detalls Type Action

1 S ABC.Com Application @ Allow

2 Lol Extessive-Bandwidth  Filter © Block

2

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Action is set to Allow.

B. The ABC.Com Type is set as Application instead of Filter.

C. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
D. The ABC.Comiis hitting the category Excessive-Bandwidth.

EfE: A

fiE it
When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking.

R #111

A network administrator is reviewing firewall policies in both Interface Pair View and By Sequence View.
The policies appear in a different order in each view.

Why is the policy order different in these two views?

¢ A Policies in Interface Pair View are prioritized by security levels, while By Sequence View strictly follows the administrator’s
manual ordering.

¢ B. By Sequence View groups policies based on rule priority, while Interface Pair View always follows the order of traffic
logs.

¢ (. The firewall dynamically reorders policies in Interface Pair View based on recent traffic patterns, but By Sequence View
remains static.

¢ D. Interface Pair View sorts policies based on matching interfaces, while By Sequence View shows the actual processing
order of rules.

EM: D
i

Interface Pair View organizes policies grouped by source and destination interfaces, whereas By Sequence View displays policies in
the exact order they are processed by the firewall

) #112



Refer to the exhibit. What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

Edit SSL/SSH Inspection Profile

Protecting SSL Server
Inspection method SSL Certificatépspection RILES RS ool

CA certificate ¥ kortinet_CA_SSL v A Download

Blocked certificates Allow m = View Blocked Certificates

Untrusted SSL certificates Allow m Ignore &= View Trusted CAs List

Server certificate SNI check % Enable IEUIIISE Disable

A. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

B. FortiGate will close the connection if the SNI does not match the CN and SAN fields

C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.

D. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN
fields.

IEf#: B
s

With the Server certificate SNI check set to Strict, FortiGate enforces that the SNI must match either the Common Name (CN) or
Subject Alternative Name (SAN) in the server certificate; otherwise, it closes the connection.
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