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Docker Certified Associate (DCA) Exam Sample Questions (Q143-Q148):

NEW QUESTION # 143

Ore of several containers in a pod is marked as unhealthy after failing its livenessProbe many times. Is this the action taken by the
orchestrator to fix the unhealthy container?

Solution: The controller managing the pod is autoscaled back to delete the unhealthy pod and alleviate load.

e A Yes
e B.No

Answer: B

Explanation:

Explanation

= The livenessProbe is a mechanism that checks if the container is alive and healthy, and restarts it if it fails1. The orchestrator is the
component that manages the deployment and scaling of containers across a cluster of nodes2. The action taken by the orchestrator
to fix the unhealthy container is not to autoscale back and delete the pod, but to recreate the pod on the same or a different node3.
This ensures that the desired number of replicas for the pod is maintained, and that the pod can resume its normal operation.
Autoscaling back and deleting the pod would reduce the availability and performance of the service, and would not necessarily
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alleviate the load.

References:

* Configure Liveness, Readiness and Startup Probes | Kubernetes

* What is a Container Orchestrator? | Docker

* Pod Lifecycle | Kubernetes

I hope this helps you understand the concept of livenessProbe and orchestrator, and how they work with Docker and Kubernetes. If
you have any other questions related to Docker, please feel free to ask me.

NEW QUESTION # 144
Is this a type of Linux kernel namespace that provides container isolation?
Solution. Host

® A Yes
e B.No

Answer: B

Explanation:

= Host is not a type of Linux kernel namespace that provides container isolation. Linux namespaces are a feature of the Linux kernel
that partitions kernel resources such that one set of processes sees one set of resources while another set of processes sees a
different set of resources1. There are eight kinds of namespaces available: Mount, Process, User, Network, UTS, IPC, Cgroup,
and Time1. Host is a parameter that can be used to run a container in the host's network namespace, which means the container
shares the same network interfaces and configuration as the host2. References:

* Linux namespaces - Wikipedia

* Network settings | Docker Documentation

NEW QUESTION # 145

When an application being managed by UCP fails, you would like a summary of all requests made to the UCP API in the hours
leading up to the failure.

What must be configured correctly beforehand for this to be possible?

A. UCP audit logs must be set to the 'metadata’ or 'request' level.

B. All engines in the cluster must have their log driver set to the 'metadata’ or 'request’ level.

C. UCP logging levels must be set to the info' or debug’ level.

D. Set the logging level in the config object for the ucp-kube-epi-server container to warning or higher

Answer: A

NEW QUESTION # 146
In the context of a swarm mode cluster, does this describe a node?
Solution. an instance of the Docker CLI connected to the swarm

o A. Yes
e B.No

Answer: B

Explanation:

Explanation

An instance of the Docker CLI connected to the swarm does not describe a node in the context of a swarmmode cluster. A node is
a physical or virtual machine that runs the Docker Engine and participates in the swarm. A node can have one of two roles: manager
or worker. Manager nodes maintain the cluster state and orchestrate tasks. Worker nodes execute tasks assigned by manager
nodes. An instance of the Docker CLI connected to the swarm is a client that can interact with the swarm using commands such as
docker service, docker node, docker stack, etc. A client can connect to any manager node in the swarm using the --host or -H flag.
References: https:/docs.docker.convengine/swarmykey-concepts/#nodes-and-services,
https7/docs.docker.convengine/swarnyswarnttutorial#use-docker- for-mac-or-docker- for-windows



NEW QUESTION # 147
Is this the purpose of Docker Content Trust?
Solution: Verify and encrypt Docker registry TLS.

A. Yes
B. No

Answer: B

Explanation:

Docker Content Trust (DCT) is a feature that allows users to verify the integrity and publisher of container images they pull or
deploy from a registry server, signed on a Notary server12. DCT does not verify or encrypt the Docker registry TLS, which is a
separate mechanism for securing the commumnication between the Docker client and the registry server. The purpose of DCT is to
ensure that the images are not tampered with or maliciously modified by anyone other than the original publisher3. References:

* Content trust in Docker | Docker Docs

* Docker Content Trust: What It Is and How It Secures Container Images

* Automation with content trust | Docker Docs

NEW QUESTION # 148
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