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Docker Certified Associate Examis associate level Certification. It is strongly recommended that aspirants for this exam should have
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Docker Certified Associate (DCA) Exam Sample Questions (Q61-Q66):

NEW QUESTION # 61
Is this a supported user authentication method for Universal Control Plane?
Solution.LDAP

o A Yes
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e B. No
Answer: A

Explanation:

Explanation

= LDAP is a supported user authentication method for Universal Control Plane (UCP). UCP has its own built-in authentication
mechanism and integrates with LDAP and Active Directory. It also supports Role Based Access Control (RBAC) and Docker
ContentTrust. UCP allows you to configure LDAP as an authentication method and connect it to your LDAP server. You need to
provide the LDAP URL, the base DN, the bind DN and password, and the user and group search settings12. References:

* SAML | Docker Docs

* Universal Control Plane overview | dockerlabs

NEW QUESTION # 62

Your organization has a centralized logging solution, such as Splunk.

Wil this configure a Docker container to export container logs to the logging solution?
Solution: docker system events --filter sphunk

o A Yes
e B.No

Answer: B

Explanation:

Explanation

= The solution will not configure a Docker container to export container logs to the logging solution, such as Sphunk. The command
docker system events --filter splunk is not a valid command to send logs to a remote destination. The --filter option for docker
system events only accepts the following keys: container, daemon, event, image, label, network, plugin, type, and volumel. splunk is
not a valid key for filtering events. To configure a Docker container to export container logs to a logging solution, such as Splunk,
youneed to use the --log-driver and --log-opt options when creating or running the container2. For example, to use the Splunk
logging driver, you can use the following command:

docker run --log-driver=splunk --log-opt splunk-tokern=176FCEBF-4CF5-4EDF-91BC-703796522D20

--log-opt splunk-urk=https:/sphunkhost:808S ...

This command will send the container logs to the Splunk HTTP Event Collector (HEC) endpoint specified by the splunk-url option,
using the authentication token provided by the splunk-token option3. You can also use other logging drivers, such as syslog, fluentd,
gelf; etc., depending on your logging solutiond. References:

* 1: docker system events | Docker Docs

* 2: Configure logging drivers | Docker Docs

* 3: Sphunk logging driver | Docker Docs

* 4: Supported logging drivers | Docker Docs

NEW QUESTION # 63
Will this command display a list of volumes for a specific container?
Solution. 'docker container logs nginx -volumes'

o A. Yes
e B.No

Answer: B

Explanation:

Explanation

Using docker container logs nginx --volumes does not display a list of volumes for a specific container. The docker container logs
command shows information about the logs of a container. The --volumes flag is not a valid option for this command and will cause
an error. To display a list of volumes for a specific container, you need to use docker container inspect nginx --format ' {{ .Mounts
}}'. References:

httpsz//docs.docker.convengine/reference/commandline/container_logs/,
https7/docs.docker.convengine/reference/commandline/container_inspect/



NEW QUESTION # 64
A Kubernetes node is allocated a /26 CIDR block (64 unique IPs) for its address space.
Ifevery pod on this node has exactly two containers in it, how many pods can this address space support on this node?

A0

B. 1

C.2

D. 64 for every service routing to pods on this node
E. 32 in every Kubernetes namespace

Answer: C

Explanation:

A Kubernetes node is allocated a /26 CIDR block (64 unique IPs) for its address space. This means that the node can assign up to
64 TP addresses to its resources, such as pods and containers. If every pod on this node has exactly two containers in it, then each
pod will need two IP addresses, one for each container. Therefore, the node can support up to 32 pods, since 64 /2 =32. The
other options are incorrect because they either exceed the available IP addresses or do not account for the number of containers per
pod. Reference:

* CIDR Blocks and Container Engne for Kubernetes - Oracle

* How kubernetes assigns podCIDR for nodes? - Stack Overflow

NEW QUESTION # 65

In Docker Trusted Registry, is this how a user can prevent an image, such as 'nginx:latest’, from being overwritten by another user
with push access to the repository?

Solution: Keep a backup copy of the image on another repository.

e A Yes
e B.No

Answer: B

Explanation:

= Keeping a backup copy of the image on another repository is not how a user can prevent an image, such as

'nginx:latest’, from being overwritten by another user with push access to the reposttory. This approach does not prevent the original
image from being overwritten, it only provides a way to restore it from another source.

However, this may not be reliable or efficient, as the backup repository may not be in sync with the original one, or may not be
accessible at all times. To prevent an image from being overwritten by another user, the user can use the DTR web Ul to make the
tag immutable1. This feature allows the user to lock a specific tag, so that no one can push a new image with the same tag to the
repository. This ensures that the image is always consistent and securel. References:

* Make a tag immutable | Docker Docs

NEW QUESTION # 66
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