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FH 270
¢ Plan and Design the VMware by Broadcom Solution: This domain addresses architectural planning and
FH 1 design principles for creating scalable, secure virtual environments aligned with business requirements.

¢ VMware by Broadcom Solution: This section focuses on understanding VMware by Broadcom's
FH 2 virtualization and cloud infrastructure platform for managing modern enterprise workloads.

¢ Troubleshoot and Optimize the VMware by Broadcom Solution: This domain focuses on troubleshooting

VCF deployment, upgrades, conversions, workload domains, fleet operations (certificates, passwords,
FH 3 identity), licensing, compute resources, storage (VSAN, supplemental storage), networking (VDS, NSX),
VCF Operations tools, Identity Broker automation, and HCX workload migrations.

o IT Architectures, Technologies, Standards: This domain covers findamental frameworks, tools, and best
M 4 practices for building scalable, secure, and interoperable enterprise IT systerns.

¢ Install, Configure, Administrate the VMware by Broadcom Solution: This area covers installing,
configuring, and managing VMware solutions including VCF Fleet deployment, expansion, and reduction

=N .
FAs operations.
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HEE #51

An administrator has received reports of high CPU ready times on several Virtual Machines (VMs) running within a VMware Cloud
Foundation (VCF) with error" F.iain and has been tasked with collecting detailed metrics for all running Virtual Machines from each
ESX host. com.vimware.esx.setungs _aaemon.sonware.

scan_spec.".

What is the cause of this error?

A. The cluster was not assigned a default image.

B. A vendor add-on was not provided in the image.

C. A component was removed from the image.

D. A device driver Is incompatible with the included firmware.

HE: C

Y.

The error message com vimware.esx.settings.daemon.software.scan_spec (reconstructed from the typo
setungs_aaemon.sonware.scan_spec) is a specific failure generated by thevSphere Lifecycle Manager (VLCM)compliance engine on
the ESXi host.

* Cause - Removed Component:This error is a documented known issue in vSphere 8.x/VCF 5.x+, specifically occurring when an
admmistrator hasremoved a componentfrom the Cluster Image that the system validates as "required" or "structural” for the host's
hardware configuration (common with hosts using DPUs or specific OEM add-ons).

* The Scenario:The mention of "High CPU ready times" likely implies the administrator attempted to streamline the host image
byremovinga perceived "bloatware" component (like a vendor monitoring agent or unused driver) to improve performance.

* The Result:When vLCM attempts to build the "Scan Specification” (scan_spec) to validate the host against this modified image, the
internal struct validation fails because the removed component creates an nvalid dependency state, throwing the Invalid field
software_spec... or scan_spec exception.

EAE #52

A user wishes to publisha VMware Cloud Foundation (VCF) Operations Orchestrator workflow to their VCF Automation project
catalog, but Is blocked from publishing any workflows.

The following information has been provided:

* In the VCF Automation Organization portal, the user cannot see the Workflows option under Content Hub.

* The organization is not a Provider Consumption Organization.

Which are the two likely causes of this issue? (Choose two.)

A. An embedded VCF Operations Orchestrator is not integrated with their Organization.
B. The user is logged in with Project Administrator rights.

C. An external VCF Operations Orchestrator is not integrated with their Organization.
D. The user is logged in with Project User rights.

E. The user is logged in the Project Advanced User rights

HE. AC

MY

In VMware Cloud Foundation 9.0, publishing aVCF Operations Orchestratorworkflow to aVCF Automation project
catalogrequires that the Organization has a valid integration withVCF Operations Orchestrator. The question states that the
usercannot see the Workflows option under Content Hub, and theorganization is not a Provider Consumption Organization (PCO).
According to the VCF 9.0 documentation, only organizations withVCF Operations Orchestrator integrationare allowed to publish
workflows into the catalog. Both embedded and external orchestrator integrations must be configured depending on the
environment. Ifho orchestrator (embedded or external)is integrated with the organization, workflows cannot be listed or published.
This aligns with the documented VCF Automation and VCF Operations Orchestrator design requirements, which specify that
workflow publishing is only available when the orchestrator instance is properly registered.

Additionally, user role permission issues could prevent workflow visibility, but the key blockers described in the scenario are the
missing workflow section and the organization type. Because the organization isnot a PCO, advanced provider features-including
workflow publishing-are disabled unless a proper orchestrator ntegration exists. Therefore, the two most likely causes are:

* A:An external VCF Operations Orchestrator is not integrated with their Organization.

* D:An embedded VCF Operations Orchestrator is not integrated with their Organization.

These two conditions directly match the documented behavior in VMware Cloud Foundation 9.0.



HEE #53

An administrator created a new VPC with an associated subnet, configured with a DHCP Server.

‘When attaching virtual machines to the VPC subnet, an IP address is assigned, but the DN'S and NTP settings are not configured.
How can the administrator update the DHCP server configuration to set DNS and NTP?

A. Switch the DHCP Network mode from Distributed Connectivity to Centralized Connectivity.

B. Update the default VPC Service Profile to include the IP addresses for the DNS and NTP servers.
C. Enable DNS and NTP Passthrough on the DHCP Server.

D. Change the DHCP Server mode from DHCP Server to DHCP Relay.

He: B

MY

In VMware Cloud Foundation 9.0 Automation, each VPC is governed by aVPC Service Profile, which defines the default network
services applied to the VPC's DHCP server-this includesDNS servers, NTP servers, DHCP lease values, and other network
attributes. When a subnet is associated with a VPC and DHCP is enabled, the DHCP service inherits its DNS and NTP
configuration from the VPC Service Profile.

In the scenario, virtual machines attached to the new VPC subnet receive an IP address, but not DNS or NTP settings. This
indicates that the DHCP server is finctioning correctly, but its service profile lacks DNS and NTP configuration. Updating thedefault
VPC Service Profileallows the administrator to specify DNS resolver addresses and N'TP time sources, which will then
automatically be pushed to all DHCP-enabled subnets under that VPC.

Option B (changing to DHCP Relay) is incorrect because relay mode does not configure DNS/NTP-it delegates DHCP to an
external DHCP server.

Option C (enable DNS/NTP passthrough) is not a feature of NSX DHCP.

Option D (changing connectivity mode) affects routing and service placement, not DHCP options.

A2 #54

An admmnistrator attempts to add a new user (provideradmin05) within the VMware Cloud Foundation (VCF) Automation Provider
Management Portal, however provideradmin05 cannot be found for import.

The following information is provided:

* The existing VCF Fleet uses VMware Identity Broker (VIDB) for single sign-on.

* VIDB uses Active Directory as the identity provider.

* A group named VCFA_ ProviderAdmins was created in Active Directory, populated with the appropriate user accounts and
synchronized with VIDB.

* Five days later provideradmm05 was added to VCFA_ProviderAdmins.

‘What will resolve this issue?

A. Inthe VCF Automation Provider Management Portal, import provideradmin05 as an LDAP user.
B. In VCF Operations, disable VCF SSO for VCF Automation.

C. In VCF Operations, manually resync the directory.

D. Inthe VCF Automation Provider Management Portal, enable the Advanced Rights Bundle Mode.

HE. C

Y.

VMware Cloud Foundation (VCF) 9.x usesVMware Identity Broker (VIDB)as the central identity provider for the entire VCF
fleet. VIDB synchronizes user and group metadata fiom the connected enterprise identity source, in this case Active Directory. When
a user is added to an AD groupafterthe group was already synced into VIDB, VIDB does not automatically resync group
membership on demandunless a directory synchronization is performed.

In this scenario, the groupVCFA ProviderAdminswas synchronized five days earlier. When the new user provideradmin05was later
added to the AD group, VIDB-and therefore the VCF Automation Provider Management Portal-does not recognize that new user
until amanual directory resynchronizationoccurs fiomVCF Operations.

This operation forces VIDB to:

* Requery Active Directory

* Update group membership information

* Repopulate available users for import into VCF Automation

Options B and D are incorrect because they donotinfluence Identity Broker directory synchronization. Option C (disable VCF
SSO) would break authentication and is not a valid solution.



EE#55

An administrator is responsible for a VMware Cloud Foundation (VCF) fleet. The admunistrator has been tasked with
commissioning four ESX hosts for a new workload domain that uses vSAN Express Storage Architecture (ESA) as the primary
storage solution.

During the host validation stage in vSphere client, the process fails with the following errors:

esx-lwld.vcflocal Failed to validate vSAN HCL status.

esx-2.wld.vcf. local. Failed to validate vSAN HCL status.

esx-3.wld.vcflocal. Failed to validate vVSAN HCL status.

esx~4.wid.vcf. local. Failed to validate vSAN HCL status.

What Is the cause of the errors?

A. The RAID controller in each ESX host is not configured to use RAID-O/Passthrough.
B. The ESX hosts must have internet access to validate VSAN ESA compatibility.

C. The ESX hosts are not using VSAN ESA certified storage devices.

D. The RAID controller in each ESX host needs to be reconfigured to use Tri-mode.

He: C

dE:

VMware Cloud Foundation 9.0 requires strict vVSAN ESA hardware compatibility when creating a workload domain that uses
VSAN Express Storage Architecture (ESA). During host validation, SDDC Manager and vSphere Client check whether each ESXi
host meets ESA requirements, including CPU generation, storage controller type, and-most importantly-ESA-certified NVMe
storage devices. The validation errors provided:

"Failed to validate vVSAN HCL status" for every host

indicate that the hosts do not meet the VSAN ESA HCL requirements.

VCF 9.0 documentation states that ESA uses a next-generation log-structured filesystem requiring certified NVMe devices only,
with no RAID controller dependencies. Unlike OSA, ESA elimnates disk groups, but it requires certified devices listed on the
VSAN ESA HCL to pass host validation. If non-certified or unsupported NVMe/SAS devices are present, validation fails exactly as
described.

Option A is incorrect because RAID pass-through settings apply to OSA, not ESA.

Option C is incorrect because ESA compatibility validation is performed offline using the SDDC Manager BOM, not via internet
lookup.

Option D is incorrect because ESA does not use tri-mode RAID controllers.

Therefore, the documented and verified cause is B: hosts are not using vVSAN ESA certified storage devices.

EE #56
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