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You want a Next-Gen SIEM dashboard to update automatically when new data is available.
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‘Which action would you take?

A. Change the "Relative Time Range" interval to 1 millisecond ago
B. Change the "Start Time" interval to 1 hour

C. Toggle the "Live" button to on

D. Change the "Fixed Time Range" to the current date

: C
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=

HM #58
When creating an API client for Falcon SIEM Connector, which permission is required for the connector to read Falcon event
streams?

¢ A Detection Management: Write
* B. Hosts: Read

e C. Event Streams: Read

e D. Incidents: Read

EfE: C

R -

The Falcon SIEM Comnector requires an API client with Read access to Event Streams . This permission allows the connector to
authenticate to Falcon and receive streaming event data. Other permissions such as Hosts, Incidents, or Detection Management are
not the required permission for establishing Falcon event- stream ingestion.

B #59

You are reviewing a lookup file to determine whether an event was successfully parsed during ingestion.
Which metadata field indicates the event's parsing status?

A. @error_nmsg

B. @event_parsed
C. @rawstring

D. @ingesttimestamp

IEf#: B
fREN

The correct answer is D. @event_parsed .

CrowdStrike LogScale's parser error documentation explicitly states that @event_parsed indicates whether the event has been
successfully parsed during ingest . The same documentation says it is set to false when there was a parsing error. That exactly
matches the question.

Why the other options are incorrect:

@ingesttimestamp represents the time the platform ingested the event, not whether parsing succeeded.

(@rawstring contains the original raw event data. (@error_msg can contain error details, but it is not the primary field that directly
mdicates parse success or failure. The field CrowdStrike documents for parsing status is @event_parsed .

HR #60
What is the recommended order of the three required activities to build an efficient CQL query?

e A Filter > Aggregate > Format
e B. Aggregate > Filter > Format
e C. Format > Filter > Aggregate
e D. Filter > Format > Aggregate

EfE: A
A -



The correct answer is B . CrowdStrike's query best-practices documentation says to filter first , then do transformations/formatting,
then aggregate , and finally do any output-style post-processing such as table

/sorting. Among the choices given, Filter > Aggregate > Format is the best match because formatting/output belongs at the end for
efficiency.

This is also consistent with CrowdStrike's explanation that CQL pipelines chain filter and transformation steps before aggregate
functions, and that aggregate functions produce new result structures rather than raw events.

H #61

You need to provide a colleague the appropriate role to allow for configuration of connectors and creation of SOAR automations in
Next-Gen SIEM.

‘Which role will provide these permissions while also maintaining least privilege?

A. NG SIEM Security Lead
B. NG SIEM Analyst

C. Falcon Security Lead

D. Customrole

Ef#E: D
R -

The best answer is D. Customrole .

CrowdStrike documentation for Store app integrations states that the Falcon Admmistrator role is required to enable apps and
plugins in the CrowdStrike Store, which is the admmistrative side of connector configuration. That shows connector configuration is
a privileged task.

At the same time, Falcon Fusion SOAR is the workflow automation capability used to create SOAR automations in the Falcon
platform CrowdStrike describes Fusion SOAR as the workflow engine used to build and run workflows and autormate actions
across security processes.

Because the question specifically asks for the role that allows both actions while maintaining least privilege

, the most appropriate choice is a customrole that grants only the required permissions instead of assigning a broader built-in
administrative role. This is an inference from the documented permission model: connector

/plugin setup requires elevated permissions, and SOAR workflow creation is a separate capability, so a narrowly scoped custom
role is the least-privilege answer among the options.

Why the other options are not the best answer:

NG SIEM Analyst is intended for analyst activity, not configuration and automation admmistration. Falcon Security Lead is broader
and not the most precise least-privilege answer. NG SIEM Security [.ead may have wide SIEM access, but the question asks for
the option that best maintains least privilege across both connector configuration and SOAR automation creation; that is better
satisfied by a customrole . This conclusion is based on the documented need for elevated permissions for plugin configuration and
the separate SOAR workflow capability.
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