SY0-701:8 5k O i ik | 100% S5 HE D SY0-701 %
BY AR | {53 % CompTIA Security+ Certification
Examz B A8

ExamCompass

CompTIA Practice Exams

Wy

CompTIA Security+ Certification Exam SY0-701 Practice Test 1

» Which of the loflowing answers can be used 1o descnbe lechnical secunty controls? (Select 3
answers)

O « % Somoetimes called logical securty controls (O Missed)

& v & Executed by computer systems [instead of people) (B Your answer)
DO A S e i

O + % Implemented with technology (0 Messed)

B Your answer to this quastion ts incorrect or incompleta.

» Which of the answers listed befow refer io examples of technical secunty controls? (Sefect 3

ANSWers)
000 Secuty audity
O « = Encryption (@ Missed)

O « % ID3s (@ Missed)

O w % Firewalls (O Missed)

B Your answer lo this Qeastion (5 INCOMECt oF inComplets.

» Which af the lollovang answers reler [0 the charactensiic features of managenal secunty conlrols?
{Select 3 answers)
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HE #117

Hotspot Question

You are a security administrator investigating a potential infection on a network.

INSTRUCTIONS

Click on each host and firewall. Review all logs to determine which host originated the infection and then identify if each remaining
host is clean or nfected.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

HM #118
The help desk receives muiltiple calls indicating machines with an outdated OS version are running slowly. Several users report seeing

virus detection alerts. Which of the following mitigation techniques should be reviewed first?

e A Isolation

¢ B. Segmentation
e (. Patching

¢ D. Monitoring

IEfE: C

L -
Outdated operating systens are a primary vector for malware and performance issues. Ensuring that all machines are fully patched
closes known vulnerabilities that attackers exploit - reducing infections and restoring system stability.

M #119

You are security administrator investigating a potential infection on a network.

Click on each host and firewall. Review all logs to determine which host originated the Infecton and then deny each remaining hosts
clean or infected.

AR :

Explanation:

Based on the logs, it seens that the host that originated the infection is 192.168.10.22. This host has a suspicious process named
svchost.exe running on port 443, which is unusual for a Windows service. It also has a large number of outbound connections to
different IP addresses on port 443, indicating that it is part of a botnet.

The firewall log shows that this host has been commumicating with 10.10.9.18, which is another infected host on the engineering
network. This host also has a suspicious process named svchost.exe running on port 443, and a large number of outbound
connections to different [P addresses on port 443.

The other hosts on the R&D network (192.168.10.37 and 192.168.10.41) are clean, as they do not have any suspicious processes
or connections.

M #120

A company is planning a disaster recovery site and needs to ensure that a single natural disaster would not result in the complete loss
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of regulated backup data. Which of the following should the company consider?

¢ A Platform diversity

e B. Hotsite

¢ (. Geographic dispersion
¢ D. Load balancing

Ef#: C

fiR e«

Geographic dispersion is the practice of having backup data stored in different locations that are far enough apart to minimize the risk
of a single natural disaster affecting both sites. This ensures that the company can recover its regulated data in case of a disaster at
the primary site. Platform diversity, hot site, and load balancing are not directly related to the protection of backup data from natural
disasters. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page 449; Disaster Recovery Planning;
Geographic Diversity

HM #121
Which of the following is a common source of unintentional corporate credential leakage in cloud environments?

A. Vulnerability databases
B. Dark web

C. State actors

D. Code repositories

E. Threat feeds

EM: D
R

Code reposttories are a common source of unintentional corporate credential leakage, especially in cloud environments. Developers
may accidentally commit and push sensitive information, such as API keys, passwords, and other credentials, to public or poorly
secured repositories. These credentials can then be accessed by unauthorized users, leading to security breaches. Ensuring that
repositories are properly secured and that sensitive data is never committed is critical for protecting against this type of leakage.
Reference =

CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

CompTIA Security+ SY0-601 Study Guide: Chapter on Threats and Vulnerability Management.
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