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e Cyberthreat Protection Services: This domain targets Cybersecurity Analysts and covers broad

cybersecurity findamentals and advanced threat protection capabilities. Candidates must know about
=R 1 malware protection, intrusion prevention systems, command and control channel detection, deception
technologies, identity threat detection and response, browser isolation, and incident detection and
response.| Data Protection Services

¢ This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
=x 2 and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves
securing BYOD environments and understanding risk management to protect sensitive information.
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o Zscaler Zero Trust Autormation: This part measures Automation Engineers on their ability to utilize Zscaler
APIs, including the One API framework, for automating zero trust security functions and integrating with

A3 ) ; :
T broader enterprise security and orchestration tools.

¢ Access Control Services: This area assesses Security Operations Specialists on implementing access

control mechanisms including cloud app control, URL filtering, file type controls, bandwidth controls, and
=M 4 segmentation. It also covers Microsoft 365 policies, private application access strategies, and firewall
configurations to protect enterprise resources.
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A2 #107
What does the user risk score enable a user to do?

A. Compare the user risk score with other companies to evaluate users vs other companies.
B. Determine whether or not a user is authorized to view unencrypted data.

C. Configure stronger user-specific policies to monitor & control user-level risk exposure.
D. Determine if a user has been compromised

¥e: C

Y.

Theuser risk scoreenables organizations toconfigure stronger user-specific policies to monitor and control user-level risk exposure.
This score reflects a user's risk posture based on behaviors and detected anomalies and helps in tailoring security policies to address
individual risk levels.

While the score gives insight into user risk, it is primarily designed for adaptive policy enforcement rather than direct compromise
detection or cross-company comparison. The study guide highlights that user risk scores drive policy adjustments to better secure

user activity.

HEE #108
An admmnistrator would like users to be able to use the corporate instance of a SaaS application. Which of the following allows an
admmistrator to make that distinction?

A. Endpoint DLP

B. Cloud application control

C. URL filtering with SSL. inspection
D. Out-of-band CASB

He: B

Y.

Cloud application controlis the feature that allows an admmistrator to distinguish and enforce policies specifically on the corporate
nstance of a SaaS application. This enables granular control, allowing users to access the approved corporate SaaS while restricting
access to personal or unauthorized instances. Out-of- band CASB generally provides visibility but does not enforce real-time
distinctions in this context. URL filtering with SSL inspection and Endpoint DLP serve different purposes, such as content inspection
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and endpoint data protection, respectively.
The study guide explains that Cloud Application Control policies identify and enforce controls based on SaaS application instances,
providing precise policy enforcement aligned with corporate SaaS usage requirements.

HEE #109

Assume that you have four data centers around the globe, each hosting multiple applications for your users.
What is the minimum number of App Connectors you should deploy?

Assume that you have four data centers around the globe, each hosting multiple applications for your users.
What is the minimum number of App Connectors you should deploy?

A. Six - one per data center plus two for cold standby.

B. Sixteen - to support a full mesh to the other data centers.
C. Eight -two per data center.

D. Four - one per data center.

HE: C

MY
You need at least two App Connectors per data center to ensure high availability and load distribution, so with four data centers the
minimum total is eight.

HE #110
‘What transport mechanism will Zscaler Client Connector use to forward traffic to the Zero Trust Exchange when configured for
Tunnel 2.0?

A. Zscaler Client Connector will encapsulate the user's traffic n HTTP Connect tunnels to the ZTE.
B. Zscaler Client Connector will encapsulate the user's traffic in GRE tunnels to the ZTE.

C. Zscaler Client Connector will encapsulate the user’s traffic in dTLS/TLS tunnels to the ZTE.

D. Zscaler Client Connector will encapsulate the user's traffic in [PSec tunnels to the ZTE.

2
m

: C

o

M.
Zscaler Client Connector's Tunnel 2.0 encapsulates user traffic in DTLS (or TLS) tunnels to the Zero Trust Exchange, providing
both transport security and protocol flexibility before handing off to Zscaler's inspection and enforcement engines.

A2 #111
Which type of attack plants malware on commonly accessed services?

A. Phishing

B. Remote access trojans
C. Explott kits

D. Watering hole attack

He:. D

MY

AWatering Hole Attackis characterized by attackers planting malware on websites or services that are commonly accessed by their
mtended victims. The goal is to infect users who visit these trusted sites by ijecting malicious code or malware. This type of attack
leverages the trust users place in frequently visited services to deliver malware covertly.

Other options like Remote Access Trojans, Phishing, and Exploit Kits are attack types but do not specifically mvolve compromising
commonly accessed services to plant malware.

AE #112
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