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¢ Configure access control for multi-cluster management: Covers setting up RBAC, cluster sets, placement
hEY 71 rules, and policies to control user and group access across clusters.

¢ Deploy and manage policies for muiltiple clusters: Covers governance architecture, RHACM policy
ey 72 management, Compliance Operator configuration, and related troubleshooting,

¢ Manage multi-cluster application lifecycle using GitOps practices: Covers integrating Git, Kustomize, and
hEY 73 Argo CD with RHACM to deploy and manage applications using GitOps workflows.

¢ Use Kustomize to manage resources: Covers using Kustomize templates to manage and deploy application
bEy 74 resources across clusters.

¢ Manage and deploy Red Hat Advanced Cluster Management for Kubernetes (RHACM): Covers installing
hEY 75 and configuring RHACM, its architecture, and interacting with it via CLI or web terminal.

¢ Manage the RHACM observability service: Covers enabling, managing, and customizing the observability
bEYZ 6 stack to monitor multi-cluster environments.
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HH #24
Install RHACS Operator (Web Console)

Ef#:

A -

See the solution below in Explanation.

Explanation:

* In OpenShift Web Console, go to Operators # OperatorHub .

* Search for Advanced Cluster Security .

* Select Red Hat Advanced Cluster Security for Kubernetes (RHACS) .

* Click Install and follow the wizard (namespace/channel per lab).

* After operator installation, create RHACS components (as the hint indicates):
* Install/Deploy Central (the management plane)

* Install/Deploy SecuredCluster (sensor/collector on clusters)

* Confirm operator and pods are running;

* Operators # Installed Operators

* oc get pods -n < rhacs-namespace >

Why this matters:

* RHACS adds container security posture management, vulnerability management, and runtime policy enforcement.

B #25

Create Kustomization File
Ef#.

R :

See the solution below in Explanation.

Explanation:

* Create an enpty kustomization file:

* touch overlays/production/kustomization. yaml

* Validate it exists:

* Is -1 overlays/production

Why this matters:

* kustomization.yaml is the entrypoint file Kustomize uses to build overlays.

E R #26
Create a namespace-scoped application deployment model using ClusterSetBinding + Placement

IEf#:

R

See the solution below in Explanation.

* Bind the ClusterSet mto the application namespace using ManagedClusterSetBinding,

* Create Placement in that namespace selecting the desired clusters.

* Deploy application resources tied to that placement (Subscription or GitOps pattern). Why this matters: This is the standard multi-
tenant ACM pattern for tears.

B #27
Troubleshoot a policy that shows "Pending" (no placement decisions)

Ef#:

A -
See the solution below in Explanation.



Explanation:

* Confirm the policy exists in the namespace:

oc get policy -n team-dev

* Confirm Placement exists and selects clusters:

oc get placement -n team-dev

oc get placementdecision -n team-dev

* Confirm PlacementBinding points to correct placement + policy:
oc get placementbinding -n team-dev -0 yaml

* Fix common mistakes:

* wrong namespace

* placement name mismatch

* missing ClusterSetBinding in the namespace Why this matters: Policy framework requires placement + binding; missing/incorrect
targeting is the #1 real-world issue.

HM #28
Switch a policy from enforce # inform (report-only) and validate behavior

Ef#:

L2

See the solution below in Explanation.

Explanation:

* Patch remediation to inform:

oc patch policy policy-ensure-audit-namespace -n team-dev --type=merge -p '{"spec":{"remediationAction™" inform'"} }'
* Verify:

oc get policy policy-ensure-audit-namespace -n team-dev -o yaml | grep remediationAction -n

* Observe compliance changes (policy will report but not auto-fix).
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