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ISC CISSP Exam Syllabus Topics:

Section Weight Objectives

Topic 1: Identity and Access Management (IAM) 13% - Identity Lifecycle Management
- Authentication and Authorization

Topic 2: Software Development Security 11% - Application Security Controls
- Secure Software Development Lifecycle (SDLC)

Topic 3: Security Operations 13% - Incident Response
- Disaster Recovery and Business Continuity

Topic 4: Asset Security 10%
- Information and Asset Classification
- Data Lifecycle Management

Topic 5: Security Assessment and Testing 12% - Audit Processes
- Security Testing Methods

Topic 6: Security and Risk Management 14%
- Compliance and Legal Requirements
- Professional Ethics
- Security Governance Principles

Topic 7: Security Architecture and Engineering 13% - Security Models and Frameworks
- Secure Design Principles

Topic 8: Communication and Network Security 13% - Secure Network Components
- Network Architecture and Design
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With severe competition going up these years, more and more people stay clear that getting a higher degree or holding some
professional CISSP certificates is of great importance. So instead of spending every waking hour wholly on leisure and entertaining
stuff, try to get a CISSP certificate is meaningful. This CISSP exam guide is your chance to shine, and our CISSP practice materials
will help you succeed easily and smoothly. With numerous advantages in it, you will not regret.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q159-Q164):
NEW QUESTION # 159 
Of the various types of "Hackers" that exist, the ones who are not worried about being caught and spending time in jail and have a
total disregard for the law or police force, are labeled as what type of hackers?

A. Black Hat Hackers
B. White Hat Hackers
C. Gray Hat Hackers
D. Suicide Hackers

Answer: D

Explanation:
Explanation/Reference:
Explanation:
Suicide Hackers are a type of hackers without fear, who disregard the authority, the police, or law. Suicide Hackers hack for a
cause important to them and find the end goal more important than their individual freedom. The term "Hacker" originally meant a
Unix computer enthusiast but has been villainized in the media as a "Criminal Hacker" for a mass audience. A hacker used to be
known as a good person who would add functionality within software or would make things work better. To most people today
"Hacker" means criminal "Criminal Cracker", it is synonymous with Cracker or someone who get access to a system without the
owner authorization. As seen in news reports in 2011 and later hackers associated with the
"Anonymous" movement have attacked finance and/or credit card companies, stolen enough information to make contributions to
worthy charities on behalf of organizations they see as contrary to the public good.
These sorts of attackers/hackers could be considered suicide hackers. Some did get caught and prosecuted while carrying out their
cause. Nobody can know if they knew their activities would land them in court and/or prison but they had to have known of the risk
and proceeded anyway.
Incorrect Answers:
B: Black Hat hackers are also known as crackers and are merely hackers who "violates computer security for little reason beyond
maliciousness or for personal gain". Black Hat Hackers are "the epitome of all that the public fears in a computer criminal". Black
Hat Hackers break into secure networks to destroy data or make the network unusable for those who are authorized to use the
network.
C: White Hat Hackers are law-abiding, reputable experts defending assets and not breaking laws. A white hat hacker breaks
security for nonmalicious reasons, for instance testing their own security system. The term "white hat" in Internet slang refers to an
ethical hacker. This classification also includes individuals who perform penetration tests and vulnerability assessments within a
contractual agreement. Often, this type of 'white hat' hacker is called an ethical hacker. The International Council of Electronic
Commerce Consultants, also known as the ECCouncil has developed certifications, courseware, classes, and online training
covering the diverse arena of Ethical Hacking. Note about White Hat: As reported by Adin Kerimov, a white hat would not be
worried about going to jail as he is doing a test with authorization as well and he has a signed agreement. While this is a true point he
BEST choice is Suicide Hackers for the purpose of the exam, a white hat hacker would not disregard law and the authority.
D: Gray Hat Hackers work both offensively and defensively and can cross the border between legal/ethical behavior and
illegal/unethical behavior. A grey hat hacker is a combination of a Black Hat and a White Hat Hacker. A Grey Hat Hacker may surf
the internet and hack into a computer system for the sole purpose of notifying the administrator that their system has been hacked,
for example. Then they may offer to repair their system for a small fee.
OTHER TYPES OF HACKERS
Elite hacker is a social status among hackers, elite is used to describe the most skilled. Newly discovered exploits will circulate
among these hackers. Elite groups such as Masters of Deception conferred a kind of credibility on their members. Script kiddie A
script kiddie(or skiddie) is a non-expert who breaks into computer systems by using pre-packaged automated tools written by
others, usually with little understanding of the underlying concept-hence the term script (i.e. a prearranged plan or set of activities)
kiddie (i.e. kid, child-an individual lacking knowledge and experience, immature). Often time they do not even understand how they
are taken advantage of the system, they do not understand the weakness being exploited, all they know is how to use a tool that
someone else has built. Neophyte A neophyte, "n00b", or
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"newbie" is someone who is new to hacking or phreaking and has almost no knowledge or experience of the workings of
technology, and hacking. Hacktivist A hacktivist is a hacker who utilizes technology to announce a social, ideological, religious, or
political message. In general, most hacktivism involves website defacement or denial-of-service attacks.
References: 2011. ECCOUNCIL Official Curriculum, Ethical Hacking and Countermeasures, v7.1, Module
1, Page. 15.
https://en.wikipedia.org/wiki/Hacker_%28computer_security%29

NEW QUESTION # 160 
The overall goal of a penetration test is to determine a system's

A. reliability under stress.
B. ability to withstand an attack.
C. capacity management.
D. error recovery capabilities.

Answer: B

Explanation:
A penetration test is a simulated attack on a system or network, performed by authorized testers, to evaluate the security posture
and identify vulnerabilities that could be exploited by malicious actors. The overall goal of a penetration test is to determine the
system's ability to withstand an attack, and to provide recommendations for improving the security controls and mitigating the
risks12. References: 1: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7, page 7572: CISSP For Dummies, 7th Edition,
Chapter 7, page 233.

NEW QUESTION # 161 
Which of the following was designed to support multiple network types over the same serial link?

A. PPTP
B. SLIP
C. Ethernet
D. PPP

Answer: D

Explanation:
Explanation/Reference:
Explanation:
Point-to-Point Protocol (PPP) is a full - duplex protocol used for the transmission of TCP/IP packets over various non-LAN
connections, such as modems, ISDN, VPNs, Frame Relay, and so on. PPP permits multiple network layer protocols to operate on
the same communication link.
Incorrect Answers:
A: Ethernet is a link layer protocol in the TCP/IP stack, but Ethernet is not used for serial links.
B: SLIP is a predecessor of PPP which do not support multiple network types over a single link.
D: PPTP is a tunneling protocol which uses a control channel over TCP and a GRE tunnel operating to encapsulate PPP packets.
PPTP tunnels do not handle network types.
References:
Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 683

NEW QUESTION # 162 
Virtual Private Network software typically encrypts all of the following EXCEPT

A. Data link messaging
B. Session information
C. HTTP protocol
D. File transfer protocol

Answer: A



NEW QUESTION # 163 
Enterprise Access Management (EAM) provides access control
management services to Web-based enterprise systems. Which of the
following functions is NOT normally provided by extant EAM
approaches?

A. Role-based access control
B. Interoperability among EAM implementations
C. Single sign-on
D. Accommodation of a variety of authentication mechanisms

Answer: B

Explanation:
In general, security credentials produced by one EAM solution are
not recognized by another implementation. Thus, reauthentication is
required when linking from one Web site to another related Web site
if the sites have different EAM implementations.
Answer "Single sign-on" (SSO) is approached in a number of ways. For example,
SSO can be implemented on Web applications in the same domain
residing on different servers by using nonpersistent, encrypted
cookies on the client interface. This is accomplished by providing a
cookie to each application that the user wishes to access. Another
solution is to build a secure credential for each user on a reverse
proxy that is situated in front of the Web server. The credential is,
then, presented at each instance of a user attempting to access
protected Web applications. For answer b, most EAM solutions
accommodate a variety of authentication technologies, including
tokens, ID/passwords and digital certificates. Similarly, for answer
c, EAM solutions support role-based access controls, albeit they may
be implemented in different fashions. Enterprise-level roles should
be defined in terms that are universally accepted across most ecommerce applications.

NEW QUESTION # 164
......

Mess of CISSP exam candidates have inclined towards our practice test trains due to extremely beneficial features and appositive
learning techniques applied through various learning modes. Thoroughly test your cognition level on CISSP exam domains with the
help of our practice test sessions. Take free trial for our practice test demos; get recognized about the key perspective and unique
composition of our CISSP Practice Test products. TestSimulate practice tests preeminently affluence your knowledge level and
upbraids your efficiency to tackle with all sort of uncertain scenarios. CISSP exams requirements are well embraced through our
CISSP products, keeping your learning tendency on the rise and fulfilling the success promise.
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