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R #41
‘Which policy is included in the CAN-SPAM Act?

A. Email sender nust include recipient IP address in the emmail header

B. Email sender must encrypt all outgoing emmails

C. Email sender must verify the recipient's consent before sending

D. Email sender must provide a method for recipients to opt out of future emails without charge

IEf#: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

The CAN-SPAM Act requires that commercial emails include a clear and conspicuous mechanism allowing recipients to opt out of
receiving future emails. This opt-out method cannot require payment or additional steps that would discourage recipients.

* The act airs to reduce unsolicited commercial emails and spam.

* Compliance is critical for lawful email marketing and forensic investigations involving email misuse.

Reference:U.S. federal law and cybersecurity policies reference CAN-SPAM provisions for email commumications.

H #42
‘Which characteristic applies to solid-state drives (SSDs) compared to magnetic drives?

A. They have a lower cost per gigabyte
B. They are generally slower

C. They are less susceptible to damage
D. They have moving parts

Ef#: C

R

Comprehensive and Detailed Explanation From Exact Extract:

Solid-state drives (SSDs) use flash memory and have no moving mechanical parts, making them more resistant to physical shock
and damage compared to magnetic drives, which rely on spinning platters.



* This resilience makes SSDs favorable in environments with higher physical risk.
* However, data recovery from SSDs can be more complex due to wear-leveling and TRIM features.
Reference:NIST and forensic hardware guides highlight SSD durability advantages over traditional magnetic storage.

HP #43

The human resources manager of a small accounting firm believes he may have been a victim of a phishing scam. The manager
clicked on a link in an email message that asked him to verify the logon credentials for the firm's online bank account.

Which digital evidence should a forensic investigator collect to investigate this incident?

A. Email headers

B. Network traffic logs
C. System logs

D. Browser cache

Ef#: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

The browser cache stores recently accessed web pages, images, and cookies, which may include phishing site content and related
activity. Investigators analyzing phishing attacks collect browser cache data to reconstruct the victim's web activity and detect
malicious sites.

* Cached web pages help corroborate victim statements and establish timelines.

* Browser history and cache are volatile and must be preserved promptly.

Reference:According to NIST SP 800-101 and forensic guides, browser cache is critical in investigating phishing and web-based
attacks.

HPH #44
Which law requires a search warrant or one of the recognized exceptions to search warrant requirements for searching email
messages on a computer?

A. Communications Assistance to Law Enforcement Act (CALEA)
B. Stored Commumnications Act

C. Electronic Communications Privacy Act (ECPA)

D. The Fourth Amendment to the U.S. Constitution

IEf#: D

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

The Fourth Amendment protects against unreasonable searches and seizures, requiring law enforcement to obtain a search warrant
based on probable cause before searching private emails on computers, except in certain recognized exceptions (such as consent or
exigent circurmstances).

* Protects privacy rights in digital communication.

* Failure to obtain proper legal authorization can invalidate evidence.

Reference:NIST guidelines and U.S. Supreme Court rulings affirm the Fourth Amendment's application to digital searches.

B #45
Which tool should a forensic investigator use to determine whether data are leaving an organization through steganographic methods?

A. Netstat

B. Data Encryption Standard (DES)
C. MP3Stego

D. Forensic Tookit (FTK)

EfE: A

A -
Comprehensive and Detailed Explanation From Exact Extract:



Netstatis a command-line network utility tool used to monitor active network connections, open ports, and network routing tables.
In the context of detecting data exfiltration potentially using steganographic methods, netstat can help a forensic investigator identify
suspicious or unauthorized network connections through which hidden data may be leaving an organization.

* While netstat itself does not detect steganography within files, it can be used to monitor data flows and connections to external
hosts, which is critical for identifying channels where steganographically hidden data could be transmitted.

* Data Encryption Standard (DES)is a cryptographic algorithm, not a forensic tool.

* MP3Stegois a steganography tool for embedding data in MP3 files and is not designed for detection or monitoring,

* Forensic Toolkit (FTK)is a forensic analysis software focused on acquiring and analyzing data from storage devices, not network
monitoring,

Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) emphasizes the
importance of network monitoring tools like netstat during forensic investigations to detect unauthorized data transmissions. Although
steganographic detection requires specialized analysis, identifying suspicious network activity is the first step in uncovering covert
channels used for data exfiltration.
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