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o CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors

and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
=x 1 categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systens fall within
assessment boundaries.

¢ Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section

of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
=x 2 organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.

o CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals

and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
=M 3 and report ona CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.
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o Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in

evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
M 4 CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.
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BE #25

An assessor is assigned by the Lead Assessor to the pre-assessment template regarding evidence. There are several entries that
include how the Assessment Team will identify, obtain, and inventory evidence. What else is required to determine readiness to
conduct the assessment?

A. Identify the scope ofthe OSC.

B. Delineate what is required to verify the evidence.

C. Identify additional people to interview to gather more evidence.
D. Delineate observations by the Assessment Team

HE: A

Y.

* Applicable Requirement (CAP - Pre-Assessment Activities): Before the assessment, the team must confirm the assessment scope
(systems, assets, CUI boundaries, and relevant environments). Without scoping, evidence identification and collection cannot be
validated.

* Why A is Correct: Identifying scope is the foundational requirement in the pre-assessment stage, as defined in the CMMC
Assessiment Process. Scope determines what systers, people, and assets are included in evidence collection.

Why Other Options Are Insufficient:

* B: Vertfication of evidence occurs during assessiment, not pre-assessiment readiness.

* C: Observations are recorded during on-site assessment, not beforehand.

* D: Interview selection happens during evidence collection, after scope confirmation.

References (CCA Official Sources):

* CMMC Assessment Process (CAP) v1.0 - Pre-Assessment Phase

* CMMC Assessment Guide - Level 2, Pre- Assessment Readiness Activities

EE #26

A company is undergoing a CMMC Level 2 Assessment. During the Conduct Assessment phase, an Assessment Team member is
reviewing the policies and procedures in the incident response plan.

Which assessment method is being utilized?

A. Test

B. Observation
C. Examine

D. Interview

HE. C

MH.
The Examine method is used when the assessor reviews documents, policies, procedures, or system artifacts to validate practices.


https://www.koreadumps.com/CMMC-CCA_exam-braindumps.html
https://www.pass4test.net/CMMC-CCA.html

Extract:

"Examine: Review, inspect, or analyze assessment objects such as documents, records, and policies to determine compliance with
practice requirements." Reviewing the incident response plan falls directly under Examine.

Reference: CMMC Assessiment Process (CAP); Assessment Methods.

AE #27

An OSC's network diagram shows a separate network segment (192.168.50.0/24) designated for its engineering department. This
segment restricts access to specific engineering resources. While the servers are physically located in a shared data center, the
network configuration isolates them logically. Through which of the following does the network segmentation create isolation for the
engineering department's resources?

A. Logical separation through network configuration

B. Physical barriers within the data center

C. Requirement of a security badge to access the data center
D. Encryption of engineering data at rest

2
m

o H A

HE:

Comprehensive and Detailed in Depth Explanation:

Network segmentation, as described in NIST SP 800-171 (SC-3.13.6) and CMMC Level 2, isolates resources logically using
configurations like subnets (e.g., 192.168.50.0/24), firewalls, or ACLs, not physical means.

This protects engineering resources containing CUI by restricting access, despite their physical location in a shared data center.
Option B (physical barriers) applies to facility security, not network isolation. Option C (encryption at rest) protects data, not
network access. Option D (security badges) is irrelevant to network segmentation. Option A is the correct answer per CMMC
guidelines.

Reference Extract:

* NIST SP 800-171, 3.13.6:"Deny traffic by default and allow by exception through logical segmentation."

* CMMC AG Level 2, SC.1.2-3.13.6:"Logical separation via network configuration isolates sensitive
resources."Resources:https//csrc.nist.gov/pubs/sp/800/171/a/final;https:/dodcio.defense.gov/Portals/0

/Documents’ CMMC/AG Level2 MasterV2.0 FINAL 202112016 508.pdf

A2 #28

An aerospace company has requested a CMMC assessment for an enclave only. Your team has verified that the company has a
valid CAGE code and is registered with SAM.gov. However, the enclave has no separate CAGE code or SAM registration. Can
the assessor proceed with the CMMC assessment solely for the enclave, or is an assessment of the entire acrospace company's
network required?

A. The assessor must assess the entire company network.

B. The assessor can proceed with the enclave assessment for CMMC Level 2 compliance.
C. The assessor can proceed with the enclave assessment, but only for a lower CMMC level
D. The assessor cannot proceed with the enclave assessment.

HE:. B

MY

Comprehensive and Detailed Explanation:

The CMMC Assessiment Process (CAP) allows for assessments of specific enclaves within an organization, defined as a segmented
set of system resources sharing a common security perimeter. The CMMC Assessment Scope - Level 2 supports this by permitting
the scope to be limited to an enclave if it fully contains the CUI environment and is properly isolated. While a CAGE code and SAM
registration are required for the parent organization (the aerospace company), they are not mandated for individual enclaves within
that entity. Since the company has these credentials, the assessor can proceed with a Level 2 assessiment of the enclave, provided its
isolation and security controls are verified.

Option B is incorrect as no rule prohibits enclave-only assessments. Option C is too broad, contradicting segmentation allowances.
Option D misapplies level restrictions. A is correct per the CAP and scoping guide.

Reference:

CMMC Assessment Process (CAP) v1.0, Section 2.1 (Assessment Scoping), p. 8: "An enclave can be assessed independently if it
meets isolation requirements." CMMC Assessment Scope - Level 2, Section 2.2 (Enclave Scoping)



HAE #29

The Lead Assessor is reviewing the Assessment Plan to identify people for interviews regarding a specific Level 2 practice. Some
OSC personnel previously interviewed provided only brief answers without meaningful verification. What can the Lead Assessor do
to improve this situation going forward?

A. Ensure and verify the responses map to the documented artifacts

B. Ensure the respondents sign a non-disclosure agreement for the OSC
C. Ensure and verify confidentiality and non-attribution of responses

D. Ensure the people from the training matrix are made available

HE: C

MY

The CMMC Assessment Process emphasizes the importance of confidentiality and non-attribution in interviews to ensure OSC
personnel provide candid, accurate information. Interviewees may give shallow or evasive answers if they fear attribution. Assuring
confidentiality and non-attribution improves the quality and reliability of responses.

Exact extracts:

* "The assessment team must ensure confidentiality and non-attribution during interviews."

* "Responses should be validated against evidence, but the quality of input depends on establishing a safe environment for candor."
* "Non-attribution is critical to elicit detailed and honest responses.”" Why the other options are incorrect:

* A: Training matrices identify who is trained, not who should be interviewed.

* C: NDAs are not a CCA responsibility - they are contractual, not assessiment requirerments.

* D: Mapping to artifacts is part of correlation after mterviews, but does not solve the problem of poor mterview responses.
References:

CMMC Assessment Process (CAP), interview methodology.

CCA Exam Study Guide, section on interviews.
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