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conveniently.

GIAC Certified Incident Handler (GCIH) certification exam is a highly respected and recognized certification in the field of incident
handling and response. It is designed for professionals who are responsible for detecting, responding to, and remedying security
incidents in their organizations. The GCIH Certification is offered by the Global Information Assurance Certification (GIAC), which
is a leading provider of cybersecurity certifications.

GIAC Certified Incident Handler Sample Questions (Q39-Q44):
NEW QUESTION # 39 
Many organizations create network maps of their network system to visualize the network and understand the relationship between
the end devices and the transport layer that provide services.
Which of the following are the techniques used for network mapping by large organizations?
Each correct answer represents a complete solution. Choose three.

A. Route analytics
B. SNMP-based approaches
C. Active Probing
D. Packet crafting

Answer: A,B,C

NEW QUESTION # 40 
Which of the following are types of access control attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Brute force attack
B. Mail bombing
C. Spoofing
D. Dictionary attack

Answer: A,C,D

NEW QUESTION # 41 
Which of the following attacks are examples of Denial-of-service attacks (DoS)?
Each correct answer represents a complete solution. Choose all that apply.

A. Fraggle attack
B. Birthday attack
C. Ping flood attack
D. Smurf attack

Answer: A,C,D

NEW QUESTION # 42 
You work as a System Administrator in SunSoft Inc. You are running a virtual machine on Windows Server
2003. The virtual machine is protected by DPM. Now, you want to move the virtual machine to another host.
Which of the following steps can you use to accomplish the task?
Each correct answer represents a part of the solution. Choose all that apply.

A. Add the copied virtual machine to a protection group.
B. Run consistency check.
C. Remove the original virtual machine from the old server and stop the protection for the original virtual machine.
D. Copy the virtual machine to the new server.

Answer: A,C,D

Explanation:
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NEW QUESTION # 43 
Address Resolution Protocol (ARP) spoofing, also known as ARP poisoning or ARP Poison Routing (APR), is a technique used to
attack an Ethernet wired or wireless network. ARP spoofing may allow an attacker to sniff data frames on a local area network
(LAN), modify the traffic, or stop the traffic altogether.
The principle of ARP spoofing is to send fake ARP messages to an Ethernet LAN. What steps can be used as a countermeasure of
ARP spoofing?
Each correct answer represents a complete solution. Choose all that apply.

A. Using ARP Guard utility
B. Using smash guard utility
C. Using IDS Sensors to check continually for large amount of ARP traffic on local subnets
D. Using ARP watch utility
E. Using static ARP entries on servers, workstation and routers

Answer: A,C,D,E

NEW QUESTION # 44
......
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