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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q58-Q63):

NEW QUESTION # 58
Which is a requirement for implementing FortiSIEM disaster recovery?

A. DNS names must be used for the worker upload addresses.

B. All worker nodes must access both supervisor nodes using IP.

C. SNMP, and WMI ports must be open between the two supervisor nodes.
D. The two supervisor nodes must have layer 2 connectivity.

Answer: A

Explanation:

Disaster Recovery (DR) Implementation: For FortiSIEM to effectively support disaster recovery, specific requirements must be met
to ensure seamless failover and data integrity.

Layer 2 Connectivity: One of the critical requirements for implementing FortiSIEM DR is that the two supervisor nodes must have
layer 2 connectivity.

* Layer 2 Connectivity: This ensures that the supervisors can communicate directly at the data link layer, which is necessary for
synchronous data replication and other DR processes.

Importance of Connectivity: Layer 2 connectivity between the supervisor nodes ensures that they can maintain consistent and up-to-
date state mformation, which is essential for a smooth failover in the event of a disaster.

References: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, which details the requirements and configurations
needed for setting up disaster recovery, including the necessity for layer 2 connectivity between supervisor nodes.

NEW QUESTION # 59
What does the Frequency field determine on a rule?

A. How often the rule will trigger for the same condition.
B. How often the rule will trigger.

C. How often the rulewill evaluate the subpattern.

D. How often the rule will take a clear action.

Answer: C

Explanation:

Rule Evaluation in FortiSTEM: Rules in FortiSIEM are evaluated periodically to check if the defined conditions or subpatterns are
met.

Frequency Field: The Frequency field in a rule determines the interval at which the rule's subpattern will be evaluated.

* Evaluation Interval: This defines how often the system will check the incoming events against the rule's subpattern to determine if an
incident should be triggered.

* Tmpact on Performance: Setting an appropriate frequency is crucial to balance between timely detection of incidents and system
performance.

Examples:

* Ifthe Frequency is set to 5 minutes, the rule will evaluate the subpattern every 5 minutes.

* This means that every 5 minutes, the system will check if the conditions defined in the subpattern are met by the incoming events.
References: FortiSIEM 6.3 User Guide, Rules and Incidents section, which explains the Frequency field and how it impacts the
evaluation of subpatterns in rules.

NEW QUESTION # 60
‘What operating system is FortiSIEM based on?

o A Microsoft Windows
e B. Cent OS
e C.RedHat
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e D. Ubuntu

Answer: B

NEW QUESTION # 61
What is the best discovery scan option for a network environment where ping is disabled on all network devices?

A. Range scan
B. L2 scan

C. Smart scan
D. CMDB scan

Answer: C

NEW QUESTION # 62
Refer to the exhibit.
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A FortiSIEM admmnistrator wants to group some attributes for a report, but is not able to do so successfully.
As shown in the exhibit, why are some of the fields highlighted in red?

A. The attribute COUNT(Matched events) is an invalid expression.
B. Unique attributes cannot be grouped.

C. The Event Receive Time attribute is not available for logs.

D. No RAW Event Log attribute is available for devices.

Answer: B

Explanation:

Grouping Attributes in Reports: When creating reports in FortiSIEM, certain attributes can be grouped to summarize and organize
the data.

Unique Attributes: Attributes that are unique for each event cannot be grouped because they do not provide a meaningful
aggregation or summary.

Red Highlighting Explanation: The red highlighting in the exhibit indicates attributes that cannot be grouped together due to their
unique nature. These unique attributes includeEvent Receive Time,Reporting IP,Event Type,Raw Event Log, andCOUNT(Matched
Events).

Attribute Characteristics:

* Event Receive Timeis unique for each event.

* Reporting [PandEvent Typecan vary greatly, making grouping them impractical in this context.

* Raw Event Logrepresents the unprocessed log data, which is also unique.

* COUNT(Matched Events)is a calculated field, not suitable for grouping.

References: FortiSIEM 6.3 User Guide, Reporting section, explains the constraints on grouping attributes in reports.
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