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HMA #50
Which two are true of a SmartZone cluster backup? (Choose two.)

A. Tt contains IP addressing and client statistical information.

B. It puts the controller into maintenance mode when executed.
C. It is much smaller than a configuration backup.

D. It can be performed even if the system services are stopped.
E. It can be restored onto a cluster of any SmartZone model.

Ef#: A. B
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fEERA -

A SmartZone cluster backup is a comprehensive backup of the controller cluster's system and configuration data, intended for
disaster recovery or migration to similar SmartZone platforns. According to the RUCKUS One Online Help - Cluster Backup and
Restore and SmartZone Administration Guide (v5.2+), a cluster backup includes:

Cluster and controller configuration, including IP addressing, zones, AP groups, WLANS, and policies.

Client statistical data and historical analytics, which are also captured for restoration of system monitoring data.

When a cluster backup is initiated, the controller enters maintenance mode to ensure database consistency and prevent configuration
changes during the process. This temporarily suspends management operations but preserves data integrity.

Cluster backups cannot be restored to different SmartZone models (e.g., vSZ to SZ-100) due to hardware and licensing differences.
Backups also require system services to be active during execution.

Therefore, the correct answers are B (contains [P addressing and client statistical information) and D (puts the controller into
maintenance mode when executed).

Reference:

RUCKUS One Online Help - SmartZone Cluster Backup and Restore Procedures RUCKUS Analytics 3.5 User Guide -
Controller and Cluster Data Retention Overview RUCKUS Al Documentation - SmartZone Backup and Recovery Process

HM #51
Which administrative feature in SmartZone allows operators to assign role-based access to manage only specific zones or WLAN

groups?

A. Admin Domain
B. AP Group

C. Cluster Role

D. Partner Domain

Ef: A

fEE L2

Admin Domains in SmartZone provide role-based access control (RBAC) by dividing system management into separate
administrative scopes. Each Admin Domain can contain specific zones, WLANS, and devices, with access limited to assigned
administrators.

As outlined in RUCKUS One Online Help - Admmistrative Domains and Roles, this feature enables organizations or MSPs to
securely delegate management tasks to different teams or customers while maintaining full isolation between configurations.

Partner Domains exist only in vSZ-H (multi-tenant environments), while Cluster Roles manage global system functions. AP Groups
are configuration containers but not access control boundaries.

Reference:

RUCKUS One Online Help - Admin Domains and User Roles Configuration

RUCKUS Analytics 3.5 User Guide - Admmistrative Access and Role Management RUCKUS Al Documentation - Multi- Domain
Role-Based Management

E R #52
Which three actions help keep airtime utilization low within a wireless deployment? (Choose three.)

A. Placing APs for coverage only

B. Limiting older/legacy clients

C. Requiring all APs to use full transmit power
D. Ensuring sufficient AP capacity for clients

E. Creating extra WLANS to spread usage

F. Mitigating sources of non-802.11 interference

IEf#: B. D. F

AR :

Maintaining low airtime utilization is key to achieving high efficiency and performance in Wi-Fi networks. RUCKUS recommends
minimizing factors that increase channel contention and protocol overhead.

Per RUCKUS One Online Help - Airtime Management and Optimization and RUCKUS Al Documentation - Channel Utilization
Insights, the following actions are most effective:

(A) Limiting older/legacy clients: 802.11a/b/g clients transmit at lower rates and occupy more airtime per packet.

(D) Ensuring sufficient AP capacity for clients: Proper AP density ensures users are distributed evenly, reducing per-AP contention.



(F) Mitigating non-802.11 interference: Removing microwave ovens, Bluetooth devices, and other RF noise sources prevents
wasted airtime from retries.

Adding more SSIDs (WLANS) increases management frame overhead, and full transmit power causes excessive cell overlap-both
raise airtime use.

Reference:

RUCKUS One Online Help - Airtime Utilization and Channel Efficiency Tuning RUCKUS Analytics 3.5 User Guide - Channel
Utilization and RF Health RUCKUS Al Documentation - Wi-Fi Efficiency and Airtime Optimization Techniques

HM #53
Which SmartZone controller interface is present only in the physical hardware appliance?

A. Management
B. Data

C. Control

D. Cluster

Ef#: B

fEEL:

TheData Interfaceis unique tophysical SmartZone (SZ) hardware appliancessuch as theSmartZone 100 (SZ-100)orSmartZone 300
(SZ-300). This nterface handlesuser traffic data forwardingn hardware-based deployments and isnot presentin virtualized versions
such as thevSZ (Virtual SmartZone).

According to theRUCKUS One Online HelpandSmartZone system architecture descriptions, the physical controller includes four
main interfaces:

* Management Interface:Handles GUI, CLI, and administrative access.

* Control Interface:Manages control-plane communications with access points.

* Cluster Interface:Manages synchronization and redundancy between cluster members.

* Data Interface:Dedicated for data-plane traffic processing and forwarding (exclusive to physical appliances).

Virtual SmartZone controllers usetunnel-based data forwarding(via GRE or VXLAN) instead of a dedicated hardwareData
Interface. Hence, theData interfaceexists only on physical appliances, makingAthe correct answer.

References:

RUCKUS One Online Help - SmartZone Controller Network Interfaces

RUCKUS Analytics 3.5 User Guide - Controller Data Plane Monitoring and Interface Metrics RUCKUS Al Documentation -
SmartZone Hardware Architecture Overview (docs.cloud.ruckuswireless.com

/RUCKUS-Al/userguide/index. html)

H #54
An administrator has completed a new install of SmartZone-Essentials for switch management, and has configured the SmartZone 1P
as the registrar IP on an ICX 7450. Which condition explains why the switch is not connecting?

A. DHCP options are not properly configured for the switch.

B. SmartZone is not configured to allow self-signed certificates.

C. SmartZone High Scale is required for ICX switch management.
D. SNMPV3 is not enabled on SmartZone.

EfE: B

AR

When deploying SmartZone- Essentials (SZ-100/SZ-144) for RUCKUS ICX switch management, the switches establish a secure
HTTPS-based connection to the controller using the SmartZone registrar IP. A common issue preventing connection occurs when
SmartZone is not configured to accept self-signed certificates-which are typically used by ICX switches by default for initial
onboarding.

As described in the RUCKUS One Online Help - SmartZone Switch Management Setup and RUCKUS Al documentation,
administrators must explicitly enable the option to "Allow Self-Signed Certificates" in the controller's Switch Management settings.
Without this configuration, the SmartZone rejects the ICX connection request during SSL/TLS handshake, causing registration
failure.

SNMP+v3 configuration and DHCP options are unrelated to initial controller registration. Additionally, SmartZone-Essentials fully
supports ICX management; SmartZone High Scale is not required.

Thus, the correct answer is C - the connection fails because the controller is not set to accept self-signed certificates from the switch.



Reference:

RUCKUS One Online Help - SmartZone Switch Management and Onboarding Configuration RUCKUS Analytics 3.5 User Guide
- Device Connection and Registration Monitoring RUCKUS Al Docurmentation - ICX Switch Onboarding with SmartZone
Essentials
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