B BIKIFCSS SASE AD-243I58 & J# & B A Fortinet
FCSS_SASE_AD-243258 % #}: FCSS - FortiSASE 24
Administrator

FCSS_SASE_AD-24

Fortinet FortiSASE
Administrator

Syllabus

WWW. NwexXam.com

P.S. KaoGuTifE Google Drive_b 4 % T 4 12026 Fortinet FCSS SASE AD-24%:XfE )& : https:/drive.google.com/open?
id=11AJIMhvO3MRJPaMVapHeUOVCI6dIsOLST

B2 E LT T KB KR AR /123 Fortinet FCSS_SASE AD-242% 3R HE B 13, (HRFIRBARAE R, 2Hrib
FIRBHER, RFBHE&RLEASEEREE. BE, KaoGulig et R %% A0 3 1A $H 4 Fortinet
FCSS_SASE AD-24% /8, AEZ4ABARBHOE LR EE. FCSS_SASE AD-247 & i) & A F v g
PR B R R M B B KB AR AT RT, A B E MR E T RE AR R IEE RIE K

Fortinet FCSS_SASE_AD-24 %\ K4 :

FE LLEL

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.

FRE 1

¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
D mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.

e SIA, SSA, and SPA" This section focuses on the skills of Security Admnistrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
F&E3 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.
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¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
FE4 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.
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PRI #30

‘Which security profiles can be applied within FortiSASE for content inspection?
(Select all that apply)

Response:

e A Data Loss Prevention (DLP) profiles
e B. Load balancing profiles

e C. Antivirus profiles

e D. Web filtering profiles

ER. ACD

i RE #31

An organization needs to resolve internal hostnames using its internal rather than public DN'S servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this?

(Choose two.)

A. SSL deep inspection

B. Split DNS rules

C. Split tunnelling destinations
D. DNS filter

E&R: AB

R -

To resolve internal hostnames using internal DNSS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:

* Split DNS Rules:

* Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DNS servers.
* This ensures that internal hostnammes are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.

* Split Tunneling Destinations:

* Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.

* By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN
to the internal DNS servers.

References:

FortiOS 7.2 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.
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FortiSASE 23.2 Docummentation: Explains the implementation and configuration of split DNS and split tunneling for securely resolving
mternal hostnames.

R #32
Refer to the exhibits.
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WiIMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE,
while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm?7-Pro?

A. Win-7 Pro has exceeded the total vulnerability detected threshold.

B. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
C. The Win7-Pro device posture has changed.

D. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

ER: A

fE AR A -

Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due
to exceeding the total vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security
requirenents to access the network.

* Endpoint Compliance:

* FortiSASE monitors endpoint conpliance by assessing various security parameters, including the number of vulnerabilities
detected on the device.

* The compliance status is indicated by the ZTNA tags and the vulnerabilities detected.

* Vulnerability Threshold:

* The exhibit shows that Win7-Pro has 176 vulnerabilities detected, whereas Winl0-Pro has 140 vulnerabilities.

* Ifthe endpoint exceeds a predefined vulnerability threshold, it may be restricted from accessing the network to ensure overall
network security.

* Impact on Network Access:

* Since Win7-Pro has exceeded the vulnerability threshold, it is marked as non-compliant and subsequently loses internet access
through FortiSASE.

* The FortiSASE endpoint profile enforces this compliance check to prevent potentially vulnerable devices from accessing the
mternet.

References:

FortiOS 7.2 Administration Guide: Provides information on endpoint compliance and vulnerability management.

FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access
control.

PR #33
Which command is used in FortiOS to generate a report on real-time security events in FortiSASE?
Response:

e A get systemsstatus



ER:

B. execute report generate
C. get security-event report
D. diagnose sys security-event report

D

il /8 #34
What access point communication protocol does FortiAP use to communicate with FortiSASE in a micro branch deployment?

ER:

A. Inter- Access Point Protocol (IAPP)

B. Lightweight Access Point Protocol (LWAPP)

C. Wireless Application Protocol (WAP)

D. Control and Provisioning of Wireless Access Points (CAPWAP)

D
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