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ISACA Advanced in Al Audit 58 € AAIA 35 B E (Q74-Q79):

HMA #74
An organization is using a large language model (LLM) to assist in evaluating loan applications, but the training data used is known to
be incomplete. Which of the following is the GREATEST associated risk?

¢ A. Reduced customer satisfaction

¢ B. Delays in loan approval

¢ C. Increased manual processing of applications
¢ D. Unfair loan decisions

Ef#: D

fERHL:

Incomplete training dataoften leads to underrepresentation of certain applicant types, products, or scenarios.

In credit and lending, this typically translates intosystematic bias: some groups are evaluated on richer historical patterns, while others
are evaluated on sparse or unrepresentative information. The greatest associated risk is thereforeunfair loan decisions(A), which can
manifest as unjustified rejections, inappropriate pricing, or inconsistent risk assessments.

While delays (B), reduced satisfaction (C), or increased manual work (D) may occur, they are secondary operational issues. AAIA
highlights that for financial services, the central risks includefairness, discrimination, regulatory compliance, and reputational impact.
Incomplete data directly undermines fairness and can violate lending regulations and internal risk appetite.

References:

ISACA,AAIA Exam Content Outline- Domain 1: Al Governance and Risk (risk categories, including fairmess and discriminatory
outcomnes).

ISACA Al ethics content on data completeness and representativeness in decisioning systemns.

R #75
Froma data appropriateness and bias perspective, which of the following should be of GREATEST concern when reviewing an Al
model used in a credit scoring system?

A. The model considers the applicant's income level as a key factor in the credit decision.
B. The model uses postal codes as a primary factor in determining creditworthiness.

C. The model utilizes historical credit data to predict fiture credit behavior.

D. The model incorporates the applicant's loan history to assess spending habits.

H
R

: B

H #76
An IS auditor is reviewing a dataset used by a university to train a predictive machine learning model. Which of the following MOST
likely indicates risk that the model could not process all data and make necessary correlations?

A. Grade Level field in float format

B. Having an undergraduate degree in Boolean format
C. Final Grade Percent field in object format

D. Student Number field in integer format

A
B

: C



fEEL:

A nurreric field stored as an object (string) format (option C) indicates improper data typing. Models cannot correctly compute
correlations or statistical relationships when numerical values are stored as textual data.

AAIA emphasizes that incorrect datatypes are one of the most common causes of ML model misbehavior, including;

* Failure to compute averages, correlations, or mathematical operations

* Silent errors in preprocessing

* Skewed learning patterns

* Incorrect feature importance evaluationsThus, the Final Grade Percent field in object format is the most significant indicator of
processing risk.Options A, B, and D are valid datatypes for their respective fields and pose no inherent model processing risk.
References:

AAIA Domain 2: Data Quality, Data Types, and Preprocessing,

AAIA Domain 3: Al Readiness and Data Validation.

HE#77
Which of the following data management practices poses the GREATEST risk to the reliability of an Al model' s correlations?

A. Converting categorical variables to numerical formatting and encodings

B. Changing the total transaction amount data type from object to integer

C. Deleting duplicate entries because all attributes in the record match

D. Deleting outlier data values outside of the 5th and 95th percentiles from source data

IEf#: D

A -

‘While removing outliers can sometimes help with model performance, " Deleting outlier data values " arbitrarily poses the greatest
risk to reliability because it can remove rare but legitimate data points that are critical for accurate pattern recognition. In domains
like fraud detection or risk management, the outliers are the most important data. Distorting the natural distribution of data can lead
to skewed correlations and a model that fails to recognize high-impact " tail " events. Encoding (Option B) and removing true
duplicates (Option D) are standard, low-risk preprocessing steps. Correcting data types (Option C) is essential for enabling
mathematical operations and is not a risk.

HH #78
An S auditor is evaluating a cybersecurity system that uses " agentic Al " for autonomous response. Which of the following is
MOST important to consider?

A. The agent reduces the need for analyst intervention.

B. The agent can take automated actions that may disrupt business operations.
C. The agent ' s audit logs are lengthier and increase storage costs.

D. The agent requires network expansion to operate.

IEf#: B

TR

" Agentic Al " possesses the autonomy to perform actions within a system. In a cybersecurity context, an agent might autonomously
block an IP or shut down a database if it detects a threat. The most significant risk is that a " False Positive " could trigger an
autormated response that causes a massive service disruption.

Auditors must validate the existence of " Guardrails, " " Human-in-the-loop " approval for high-impact actions, and " Kill Switches "
to halt the agent if it behaves erratically. While reduced intervention (Option B) is a benefit, it is also the primary driver of this
operational risk.

B #79
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