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50 MB with a VPN in the Amazon VPC, and the Solutions Architect needs to migrate the data and synchronize the changes before
the cutover.

The cutover must take place within an 8-day period.

What is the LEAST complex method of migrating the database securely and reliably?

¢ A Create an AWS DMS job to continuously replicate the data from on premises to AWS. Cutover to Amazon RDS after
the data is synchronized.

¢ B. Order an AWS Snowball device and copy a database dump to the device. After the data has been copied to Amazon S3,
import it to the Amazon RDS instance. Set up log shipping over a VPN to synchronize changes before the cutover.

e C. Order an AWS Snowball device and copy the database by using the AWS Schemma Conversion Tool.
When the data is available in Amazon S3, use AWS DMS to load it to Amazon RDS, and configure a job to synchronize
changes before the cutover.

¢ D. Order an AWS Snowball device and copy the database using the AWS DMS. When the database is available in Amazon
3, use AWS DMS to load it to Amazon RDS, and configure a job to synchronize changes before the cutover.
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A company CFO recently analyzed the company's AWS monthly bill and identified an opportunity to reduce the cost for AWS
Elastic Beanstalk environments in use. The CFO has asked a Solutions Architect to design a highly available solution that will spin up
an Elastic Beanstalk environment in the morning and terminate it at the end of the day.

The solution should be designed with mnimal operational overhead and to minimize costs. It should also be able to handle the
mncreased use of Elastic Beanstalk environments among different teans, and must provide a one-stop scheduler solution for all teams
to keep the operational costs low.

What design will meet these requirements?

¢ A. Configure a time-based Auto Scaling group. In the morming, have the Auto Scaling group scale up an Amazon EC2
mnstance and put the Elastic Beanstalk environment start command in the EC2 instance user date. At the end of the day, scale
down the mstance number to 0 to terminate the EC2 instance.

¢ B. Set up a Linux EC2 Micro mstance. Configure an IAM role to allow the start and stop of the Elastic Beanstalk
environment and attach it to the instance. Create scripts on the instance to start and stop the Elastic Beanstalk environment.
Configure cron jobs on the instance to execute the scripts.

e C. Develop an AWS Step Functions state machine with "wait" as its type to control the start and stop time.
Use the activity task to start and stop the Elastic Beanstalk environment. Create a role for Step Functions to allow it to start
and stop the Elastic Beanstalk environment. Invoke Step Functions daily.

e D. Develop AWS Lambda fimctions to start and stop the Elastic Beanstalk environment. Configure a Lambda execution role
granting Elastic Beanstalk environment start/stop permissions, and assign the role to the Lambda fimctions. Configure cron
expression Amazon CloudWatch Events rules to trigger the Lambda functions.
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A solutions architect is designing a network for a new cloud deployment Each account will need autonomy to modify route tables
and make changes. Centralized and controlled egress internet connectivity is also needed.

The cloud footprint is expected to grow to thousands of AWS accounts

Which architecture will meet these requirements?

e A. A centralized transit VPC with a VPN connection to a standalone VPC in each account Outbound internet traffic will be
controlled by firewall appliances.

e B. A centralized shared VPC with a subnet for each account. Outbound internet traffic will controlled through a fleet of proxy
Servers.

e (. A shared services VPC to host central assets to include a fleet of firewalls with a route to the internet.
Each spoke VPC will peer to the central VPC.

e D. A shared transit gateway to which each VPC will be attached. Outbound internet access will route through a fleet of VPN-
attached firewalls.
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Your company policies require encryption of sensitive data at rest. You are considering the possible
options for protecting data while storing it at rest on an EBS data volure, attached to an EC2 instance.
Which of these options would allow you to encrypt your data at rest? Choose 3 answers

A. Tmplement SSI/TLS for all services running on the server

B. Encrypt data using native data encryption drivers at the file system level
C. Do nothing as EBS volumes are encrypted by default

D. Encrypt data inside your applications before storing it on EBS

E. Implement third party volume encryption tools

%%, BDE
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A solutions architect has implemented a SAML 2.0 federated identity solution with their company's on-premises identity provider
(IdP) to authenticate users' access to the AWS environment. When the solutions architect tests authentication through the federated
identity web portal, access to the AWS environment is granted. However, when test users attempt to authenticate through the
federated identity web portal, they are not able to access the AWS environment.

Which iters should the solutions architect check to ensure identity federation is properly configured? (Select THREE.)

e A. The IAM roles created for the federated users' or federated groups' trust policy have set the SAML provider as the
principal.

¢ B. The web portal calls the AWS STS AssumeRoleWithSAML API with the ARN of the SAML provider, the ARN of the

IAM role, and the SAML assertion from IdR

C. The IAM user’s permissions policy has allowed the use of SAML federation for that user.

D. Test users are not in the AWSFederatedUsers group in the company's I[dR

E. The on-premises IdP's DNS hostname is reachable firom the AWS environment VPCs.

F. The company's IdP defines SAML assertions that properly map users or groups in the company to IAM roles with

appropriate permissions.
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