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R #74
How can a platform be configured to work with load-balanced PSMs?

A. Remove all entries from configured PSM Servers except for the ID of the PSMs with load balancing,

B. Use the Privilege Cloud Portal to update the Session Management settings for the platform in the Master Policy.
C. Include details of the PSMs with load balancing in the Basic_psm.mi file on each PSM server.

D. Create a new PSM definition that targets the load balancer IP address and assign to the platform.

IEfE: D

AR -

To configure a platform to work with load-balanced Privileged Session Managers (PSMs), you should:

* Create a new PSM definition that targets the load balancer IP address and assign it to the platform (Option B). This approach
mvolves configuring the platform settings to direct session traffic through a load balancer that distributes the load across muiltiple
PSM servers. This is effective in environments where high availability and fault tolerance are priorities.

Reference: CyberArk's setup guidelines for high-availability environments typically recommend configuring platforns to utilize load
balancers to ensure continuous availability and optimal distribution of session management tasks.

B #75
‘Which group has only View Audit and View Safe permissions?

A. Privileged Cloud Admins
B. Operators

C. Backup Users

D. Auditors

IEf#: D
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CyberArk's predefined groups documentation describes the Auditors group as having View audit plus Safe viewing-related
authorization (documented as View Safe Members, enabling visibility into Safe contents

/activity/owners list). This matches the intent of "View Audit + View Safe" in the question better than the other options.

HM #76
‘When installing the first CPM within Privilege Cloud using the Connector Management Agent, what should you set the Installation
Mode to in the CPM section?

A. Passive
B. Active

C. Primary
D. Default

Ef#: B
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When installing the first CyberArk Privilege Management (CPM) instance in the Privilege Cloud using the Connector Management
Agent, the installation mode should be set to "Active". This configuration sets the CPM to be actively involved in password
management and task processing without being in a standby or passive mode. Here are the step-by-step details:

* Download the Connector Management Agent: Obtain the installer from the CyberArk Marketplace or your installation kit.

* Run the Installer: Start the setup and select the CPM component to install.

* Choose Installation Mode: When prompted, select "Active" as the istallation mode. This sets up the CPM as the primary node
responsible for handling password management operations.
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This setup ensures that the CPM is immediately active and capable of handling requests without waiting for manual intervention or
failover.
Reference: CyberArk's official documentation provides guidance on setting up the CPM, where it specifies the modes and their

purposes.

HE#77
After a scripted installation has successfully installed the PSM, which post-installation task is performed?

¢ A. Anew group called PSMShadowUsers is created.

¢ B. The screen saver for the PSM local users is disabled.
¢ C. Remote desktop services are installed.

¢ D. The PSMAdminConnect user password is reset.

Ef#: B
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After the successful scripted installation of the Privileged Session Manager (PSM), one of the post-installation tasks is to disable the
screen saver for the PSM local users. This is done to ensure that the PSMConnect and PSMAdminConnect users, which are
created during the installation process, do not have a screen saver activated that could interfere with the operation of the PSM.

CyberArk documentation on PSM post-mstallation tasks1.
CyberArk documentation on disabling the screen saver for PSM local users

B #78
When performing "[n Domain" hardening of a PSM server, which steps are recommended? (Choose two.)

A. Tmport CyberArk policy settings from the provided file into a new GPO.
B. Configure AppLocker rules to block running unknown executables.

C. Inport an INF file to the local machine.

D. Apply GPO to the CyberArk PSM servers.

E. Apply advanced audit on the PSM server.

IEf#E: AL D
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https://docs.cyberark.comypam-self-hosted/latest/en/content/pas%620nst/install psm_harden.
htm#HardenInDomaindeployments
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