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Palo Alto Networks Cloud Security Professional Sample Questions (Q97-
Q102):

NEW QUESTION # 97
A customrer is reviewing Container audits, and an audit has identified a cryptominer attack. Which three options could have
generated this audit? (Choose three.)

A. High CPU usage over time for the container is detected.
B. Common cryptominer port usage was found.

C. The value of the mined currency exceeds $100.

D. The mined currency is associated with a user token.

E. Common cryptominer process name was found.

Answer: A,B.E

Explanation:

In the case ofidentifying a cryptominer attack through container audits, the options that could have generated this audit include B.
High CPU usage over time for the container is detected, which is a common indicator of cryptomining activity as it consumes
significant computational resources, C. Common cryptominer process name was found, which directly indicates the presence of
cryptomining based on known malicious processes, and E. Common cryptominer port usage was found, suggesting cryptomining
activity based on network behavior typical of such attacks.

NEW QUESTION # 98
Which serverless cloud provider is covered by the "overly permissive service access" compliance check?

A. Alibaba

B. Google Cloud Platform (GCP)
C. Azure

D. Amazon Web Services (AWS)

Answer: D

Explanation:

The "overly permissive service access" compliance check is specifically designed to evaluate and ensure that cloud services are not
granted more permissions than necessary, which could lead to potential security risks.

Among the listed options, Amazon Web Services (AWS) is known for its extensive service offerings and the complexity of its
Identity and Access Management (IAM) configurations. Prisma Cloud, a comprehensive cloud security platform by Palo Alto
Networks, provides extensive support for AWS, including checks for overly permissive service access. This ensures that AWS
environments adhere to the principle of least privilege, reducing the attack surface by limiting access to the mnimum necessary to
perform required tasks.

Prisma Cloud's capabilities in AWS environments are detailed in various resources, including documentation and guides provided by
Palo Alto Networks, which highlight its effectiveness in identifying and mitigating risks associated with excessive permissions in AWS
services.

NEW QUESTION # 99

An S3 bucket within AWS has generated an alert by violating the Prisma Cloud Default policy "AWS S3 buckets are accessible to
public". The policy definition follows:

config where cloud.type = 'aws' AND api.name="aws-s3api-get-bucket-acl AND json.rule="((((acl. grants[?
(@.grantee="AllUsers")] size > 0) or policyStatus.isPublic is true) and publicAccessBlockConfiguration does not exist) or
((acl.grants[?(@. grantee=—"AllUsers")] size > 0) and publicAccessBlockConfiguration.

ignorePublicAcis is false) or (policyStatus.isPublic is true and publicAccessBlockConfiguration.

restrictPublicBuckets is false)) and websiteConfiguration does not exist" Why did this alert get generated?

e A, anomalous behaviors
e B. an event within the cloud account
e C. network traffic to the S3 bucket



¢ D. configuration of the S3 bucket
Answer: D

Explanation:

The alert "AWS S3 buckets are accessible to public" is generated due to the configuration of the S3 bucket, which has been set in a
way that allows public access. The policy definition provided checks for various conditions that would make an S3 bucket publicly
accessible, such as grants to 'AllUsers', the absence of a

"publicAccessBlockConfiguration, or specific configurations that do not restrict public access. Therefore, the alert is triggered by the
configuration settings of the S3 bucket that violate the policy's criteria for public accessibility.

NEW QUESTION # 100
‘Which options show the steps required to upgrade Console when using projects?

A. Upgrade Central Console Upgrade all Supervisor Consoles

B. Upgrade Defender Upgrade Central ConsoleUpgrade Supervisor Consoles
C. Upgrade all Supervisor Consoles Upgrade Central Console

D. Upgrade Central ConsoleUpgrade Central Console Defenders

Answer: C

Explanation:
‘When you have one or more tenant or scale Projects, upgrade all Supervisors before upgrading the Central Console.
httpsz/docs.paloaltonetworks.conyprisma/prisma-cloud/20-09/prisma-cloud-compute-edition-admin

/upgrade/upgrade process

NEW QUESTION # 101
What is the order of steps to create a custom network policy?
(Drag the steps into the correct order of occurrence, from the first step to the last.)

Answer:

Explanation:

Explanation:

A picture containing table Description automatically generated

Reference:

https/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a- policy.html Select
Policies and click Add Policy Build the query Add the compliance standards Click Submit.
https/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a- policy

NEW QUESTION # 102
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