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MikroTik Certified Network Associate Exam 52 &8 MTCNA & B [ /& (Q34-
Q39):

HM #34
It is required to make a web server on a private LAN visible on the public internet. Only the web server port should be visible to the

public. Which of'the following configuration steps must be met? (Select all that apply)

A. LAN address of the web server should be routable on the internet

B. A route between the NAT router and the web server must exist

C. InIP firewall NAT, there should be a dst-nat between the public IP of the router and the private I[P of the web server
D. Public IP address of the web server must be installed on the NAT Router

E. Connection Tracking must be enabled on NAT router

Ef#: B. C. E

fEE L2

To expose a web server behind a MikroTik router to the public, the following steps must be met:

* B. dst-nat rule must be created to forward incoming requests (e.g., TCP port 80) to the internal web server IP ##Required

* C. Connection Tracking must be enabled, otherwise NAT rules won't function ##Required

* D. A route between the NAT router and the web server must exist (usually a directly connected subnet)

##Required

Incorrect Options:

* A. The public IP does not need to be installed on the web server - it remains private ##

* E. Private LAN IP (like 192.168.x.x) does not need to be routable on the nternet ## MTCNA Course Manual - NAT and Port
Forwarding Section:

"To expose internal services to the public internet, use dst-nat. Ensure connection tracking is active and the server is reachable
through routing." Rene Meneses Guide - NAT Configuration:

"DST-NAT forwards specific ports to internal IPs. Connection tracking is a prerequisite. LAN IPs remain private." Terry Combs
Notes - Web Server NAT Rules:

"No need to assign public IP to server. Just configure a proper NAT rule and ensure routing exists internally."

HH #35
What protocol is used to find the hardware address of a local device?

A. RARP
B. ICMP
C. ARP
D.IP

IEf: C

R -

ARP (Address Resolution Protocol) is used to resolve IP addresses to MAC (hardware) addresses on a local network.
MTCNA Course Material - ARP & Layer 2 Communication:

"ARP translates an IP address to a MAC address on local networks. It is necessary for [P communication within a broadcast
domain." Rene Meneses MTCNA Study Guide - ARP Explanation:
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"When sending to a local IP, the host first uses ARP to determine the hardware address. This is done through broadcast ARP
requests." MikroTik Wiki - ARP Functionality:

"RouterOS uses ARP to associate [P addresses with hardware (MAC) addresses in the LAN." Other options:

* A. RARP is Reverse ARP, outdated and rarely used.

* C. IP is the higher-layer addressing protocol.

* D. ICMP is used for ping and diagnostics.

Only ARP (Option B) is correct.

M #36
You can not use OSPF and RIP routing protocols simultaneously on the RouterOS.

e A FALSE
e B. TRUE

EfE: A

B #37

How long is level 1 (demo) license valid?

A. 1 month
B. I year

C. Infinite time
D. 24 hours

Ef: D

B #38

To connect your MikroTik router to a wireless access point, you have to:

e A. Use the same Radio Name
¢ B. Use the same SSID as on accesspoint
e C. Use the same Band (5 GHz, 2.4 GHz, ...)

Ef#: B. C
it

To establish a wireless client connection to an access point:

* The SSID must match exactly - including capitalization.

* The Band must be compatible - i.e., both devices must support and use the same frequency band (2.4 GHz or 5GHz).

* Radio Name is an identifier for display purposes only and does not affect connectivity.

Option Analysis:

* A#Required - Matching SSID is essential.

* B.#Not Required - Radio Name is just a display label in tools like Winbox.

* C.#Required - Band compatibility is critical to ensure the device can "see" and connect to the AP.

Extract from Official MTCNA Course Material - Wireless Client Configuration:

"To connect to an AP, the client must use the same SSID and operate on a compatible band and frequency." Extract from Rene
Meneses MTCNA Study Guide - Wireless Modes:

"SSID and band must match to connect. Radio name is not used in the authentication or association process." Extract from Terry
Combs Notes - Wireless Settings:

"SSID is like the network name, and it must be identical. Mismatched bands (e.g., 2.4 vs SGHz) will prevent discovery."
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