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Microsoft Cybersecurity Architect Sample Questions (Q59-Q64):

NEW QUESTION # 59

You have an Azure subscription.

You have a subscription to a third-party cloud provider. The subscription contains 100 virtual machines.

You manage cloud security for both subscriptions from the Azure subscription.

You need to recommend a solution to validate the security posture of the virtual machines.

Which two services should you include in the recommendation? Each correct answer presents part of the solution.

A. Microsoft Defender for Cloud
B. Azre Lighthouse

C. Microsoft Defender for Endpoint
D. Azure Arc

E. Microsoft Sentinel

Answer: A,D

NEW QUESTION # 60

Your on-premises network contains an Active Directory Domain Services (AD DS) domain named corpxontoso.comand an AD
DS-integrated application named Appl1.

Your perimeter network contains a server named Server] that runs Windows Server.

You have a Microsoft Entra tenant named contoso.com that syncs with corp.contoso.com.

You plan to implement a security solution that will include the following configurations:

* Manage access to Appl by using Microsoft Entra Private Access.

* Deploy a Microsoft Entra application proxy connector to Serverl.

* Tmplement single sign-on (SSO) for App1 by using Kerberos constrained delegation.

* For Serverl, configure the following rules in Windows Defender Firewall with Advanced Security:

o Rulel: Allow TCP 443 inbound froma designated set of Azure URLs.

o Rule2: Allow TCP 443 outbound to a designated set of Azure URLs.

o Rule3: Allow TCP 80 outbound to a designated set of Azure URLs.

o Rule4: Allow TCP 389 outbound to the domain controllers on corp.contoso.com.

You need to maximize security for the planned implementation. The solution must minimize the impact on the connector.
‘Which rule should you remove?

A. Rulel
B. Rule2
C. Rule4
D. Rule3

Answer: D

NEW QUESTION # 61

Hotspot Question

You have multiple on-premises Hyper-V hosts that contain virtual machines. The virtual machines run Windows Server 2022.
You have an Azure subscription.

Youneed to recommend a solution to collect Security event logs from the virtual machines by using Microsoft Sentinel. The Solution
nmust meet the following requirements:

- Leverage the Windows Security Events via AMA data connector.

- Ensure that only specific events are collected.

- Minimize costs.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one port.
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Answer:

Explanation:

Explanation:

Box 1: Azure Monitor data collection rules (DCRs)

In Azure, deploy

Windows Security Events via AMA connector for Microsoft Sentinel

You can stream all security events from the Windows machines connected to your Microsoft Sentinel workspace using the Windows
agent. This connection enables you to view dashboards, create custom alerts, and improve investigation. This gives you more insight
into your organization's network and improves your security operation capabilities.

Connector attributes

Create a data collection rule

You can define a data collection rule to send data from multiple machines to muitiple Log Analytics workspaces, including
workspaces in a different region or tenant. Create the data collection rule in the same region as your Log Analytics workspace. You
can send Windows event and Syslog data to Azure Monitor Logs only. You can send performance counters to both Azire Monitor
Metrics and Azure Monitor Logs.

Box 2: The Azure Connected Machine agent for Azure Arc-enabled servers

On the virtual machines, install

The Azure Connected Machine agent enables you to manage your Windows and Linux machines hosted outside of Azure on your
corporate network or other cloud providers.

Reference:

https:/learn.microsoft.com/en-us/azure/azure-monitor/agents/data- collection-rule-azure-monitor- agent
https:/learn.microsoft.com/en-us/windows-server/administration/azure
https//learn.microsoft.conven-us/azure/azure-arc/servers/agent-overview

NEW QUESTION # 62

You need to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the identity
requirenents and the regulatory compliance requirements.

What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 63

You are evaluating an Azure environment for compliance.

You need to design an Azure Policy implementation that can be used to evaluate compliance without changing any resources.
Which effect should you use in Azure Policy?

A. Deny
B. Disabled

C. Append
D. Modify

Answer: B

Explanation:

Before looking to manage new or updated resources with your new policy definition, it's best to see how it evaluates a limited subset
of existing resources, such as a test resource group. Use the enforcement mode Disabled (DoNotEnforce) on your policy assignment
to prevent the effect from triggering or activity log entries from being created. https://docs.microsoft.com/en-
us/azure/governance/policy/concepts/evaluate-impact

NEW QUESTION # 64
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