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CompTIA Cloud+ (2025) Sample Questions (Q269-Q274):

NEW QUESTION # 269
An organization's large e-commerce website requires high availability and cannot have degraded performance. Which of the
following should a cloud administrator do to best meet the requirements?

A. Change the type of CPU and adjust the RAM size.

B. Add a secondary NIC and configure network teaming to the existing server.
C. Create a secondary server and load balance the traffic.

D. Upgrade the drives to SSD and change the storage tier.
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Answer: C

Explanation:
Creating a secondary server with load balancing distributes traffic, ensuring high availability and preventing performance degradation.

NEW QUESTION # 270

A security engineer Identifies a vulnerability m a containerized application. The vulnerability can be exploited by a privileged process
to read tie content of the host's memory. The security engineer reviews the following Dockerfile to determine a solution to mitigate
similar exploits:

Which of the following is the best solution to prevent similar exploits by privileged processes?

A. Adding the USER myappuserinstruction

B. Patching the host running the Docker daemon

C. Running the container with the ready-only filesystem configuration
D. Changing FROM alpiner3.17 to FROM alpinelatest

Answer: A

Explanation:

Adding the "USER myappuser" instruction to the Dockerfile is the best solution to prevent similar exploits by privileged processes.
This mnstruction ensures that the container runs as a non-privileged user instead of the root user, significantly reducing the risk of
privileged exploits. Running containers with least privilege principles mnimizes the potential impact of vulnerabilities, enhancing the
overall security posture of the containerized environment.

Reference: The CompTIA Cloud+ framework includes security concerns, measures, and concepts for cloud operations, highlighting
the importance of container security practices, such as running containers as non-root users to prevent unauthorized access and
exploitation.

NEW QUESTION # 271
A company recently set up a CDN for its photography and image-sharing website. Which of the following is the most likely reason
for the company's action?

A. To enhance security of static assets
B. To eliminate storage costs

C. To improve site speed

D. To prevent unauthorized access

Answer: C

Explanation:

The most likely reason for setting up a Content Delivery Network (CDN) is to improve site speed, especially for a photography and
image-sharing website. CDNs cache content at edge locations closer to end-users, significantly reducing load times for static assets
like images and videos. This enhancement in speed can improve user experience and site performance.

References: CompTIA Cloud+ resources and CDN functionality

NEW QUESTION # 272

An e-commmerce store is preparing for an annual holiday sale. Previously, this sale has increased the number of transactions between
two and ten times the normal level of transactions. A cloud administrator wants to implement a process to scale the web server
seamlessly. The goal is to automate changes only when necessary and with minimal cost. Which of the following scaling approaches
should the admnistrator use?

A. When traffic increases, adjust the resources using the cloud portal.

B. Scale horizontally with additional web servers to provide redundancy.
C. Schedule the environment to scale resources before the sale begins.
D. Allow the load to trigger adjustments to the resources.

Answer: D

Explanation:



To seamlessly scale the web server for an e-commerce store during an annual sale, it's best to allow the load to trigger adjustments
to the resources. This approach uses autoscaling to automatically adjust the number of active servers based on the current load,
ensuring an automated change that is cost-effective.

NEW QUESTION # 273
A project manager is taking notes along with gathering feedback about a prior project in order to consider known issues with a
project enhancement. Which of the following best describes the plan that the project team is working on?

A. A plan for avoiding potential issues that may arise during project execution

B. A plan for addressing and resolving identified issues once the project has been completed
C. A plan for documenting the outcomes of the project

D. A plan for capturing issues and conflicts in a project's knowledge base

Answer: A

Explanation:
The teamis leveraging lessons learned to create a preventive plan for avoiding issues in the upcoming project enhancement. This falls
under risk management and compliance, ensuring previous failures do not repeat.

NEW QUESTION # 274
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