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HE#10
Which output is a required result fromrisk analysis?

¢ A Risk acceptance criteria
e B. Prioritized risks for treatment
e C. Determined levels of risk
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¢ D. Risk treatment control options
EfE: C

RN -

Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:

* “assess the potential consequences that would result if the risks identified... were to materialize;"

* "assess the realistic likelihood of the occurrence of the risks identified;"

* "determine the levels of risk."

This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 e). Therefore, the
verified correct output isB: Determined levels of risk.

HE#11
What is required to be reported by the Information security event reporting control?

A. Unauthorized access

B. Information disclosure

C. Asset disposal

D. Observed or suspected events

Ef#: D

fEE -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A, control 6.8 (Information security event reporting) specifies:

"Information security events should be reported through appropriate management channels as quickly as possible. The organization
should require all employees and contractors to note and report any observed or suspected information security events." This
wording confirms that the required reporting covers"observed or suspected events."Specific event types like information disclosure
(A) or unauthorized access (B) are examples but not the broad requirement.

Asset disposal (C) is addressed separately under equipment lifecycle controls (Annex A.7.14).

Therefore, the verified correct answer isD: Observed or suspected events.

B #12
Which statement describes the Classification of information control in Annex A of ISO/IEC 27001?

e A Ensures the rules to control physical and logical access apply to assets

¢ B. Ensures that security perimeters are used to protect assets

e (. Ensures that information is classified based on confidentiality, integrity and availability
e D. Ensures that all mformation assets are labelled with their classification

EfE: C

R

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.12 (Classification of information) states:

"Information should be classified according to the information security needs of the organization based on confidentiality, integrity and
availability." This aligns directly with option B. Option A (labelling) is a separate control (Annex A.5.13). Option C (security
perimeters) is under physical controls (Annex A.7.1). Option D (access control rules) relates to Annex A.5.15 and A.8.2.

Thus, the verified correct statement for the Classification of information control isB.

R #13
‘Which International Standard can be used to implement an integrated management system with ISO/IEC
27001?

e A ISO/IEC 27013
e B.ISO 9001
e C.ISO/IEC 27003



e D. None of the above
IFf#E: A

R -

ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as it is explicitly published for this purpose.

HMA #14
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

e A. Commumication

® B. Awareness

¢ (. Nonconformity and corrective action
e D. Competence

Ef#: B
A -

Clause 7.3 (Awareness) requires:

"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved nformation security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, tramning, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.
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