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o Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

Topic 1 automation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the finctionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

¢ Endpomt Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (IOCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended
Topic 2 detection and response (XDR). It also describes behavioral threat prevention and endpoint security
technologies such as host-based firewalls, intrusion prevention systems, device control, application control,
disk encryption, patch management, and features of Cortex XDR.

o Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and
key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses
understanding advanced persistent threats (APT) and common security technologies like identity and
access management (IAM), multi- factor authentication (MFA), mobile device and application
management, and email security.

Topic 3

Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q194-Q199):

NEW QUESTION # 194
Layer 4 of the TCP/IP Model corresponds to which three Layer(s) of the OSI Model? (Choose three.)

A. Network
B. Session

C. Application
D. Transport
E. Presentation

Answer: B,D,E

Explanation:

Layer 4 of the TCP/IP model is the transport layer, which is responsible for providing reliable and efficient data transmission
between hosts. The transport layer can use different protocols, such as TCP or UDP, depending on the requirements of the
application. The transport layer also performs functions such as segmentation, acknowledgement, flow control, and error recovery. 1
The transport layer of the TCP/IP model corresponds to three layers of the OSI model: the transport layer, the session layer, and the
presentation layer. The session layer of the OSI model manages the establishiment, maintenance, and termination of sessions between
applications. The session layer also provides services such as synchronization, dialogue control, and security. The presentation layer
of the OSI model handles the representation, encoding, and formatting of data for the application layer. The presentation layer also
perforns functions such as compression, encryption, and translation. 23 References:

*1: TCP/IP Model - GeeksforGeeks

*2: Transport Layer | Layer 4 | The OSI-Model

*3: Transport Layer Explanation - Layer 4 of the OSI Model

NEW QUESTION # 195
Which product functions as part of a SASE solution?

A. Kubemnetes

B. Prisma Cloud

C. Cortex

D. Prisma SD-WAN



Answer: D

Explanation:

Prisma SD-WAN is a key component of a SASE (Secure Access Service Edge) solution. It provides intelligent routing, traffic
optimization, and secure connectivity between users and applications, supporting the networking part of SASE alongside security
services like those in Prisma Access.

NEW QUESTION # 196
Which type of firewall should be implemented when a company headquarters is required to have redundant power and high
processing power?

A. Cloud

B. Contamerized
C. Virtual

D. Physical

Answer: D

Explanation:

A physical firewall is ideal for environments like a company headquarters that require redundant power, high throughput, and
dedicated hardware for maximum reliability and performance. It supports more robust failover and scalability compared to virtual or
containerized options.

NEW QUESTION # 197
Which of'the following is an AWS serverless service?

A. Kappa
B. Lambda
C. Beta

D. Delta

Answer: B

Explanation:

Exanples of serverless environments include Amazon Lambda and Azure Functions. Many PaaS offerings, such as Pivotal Cloud
Foundry, also are effectively serverless even if they have not historically been marketed as such. Although serverless may appear to
lack the container-specific, cloud native attribute, containers are extensively used in the underlying implementations, even if those
implementations are not exposed to end users directly.

NEW QUESTION # 198
Which term describes establishment of on-premises software on a cloud-based server?

A. Kubemetes
B. Cloud-hosted
C. Serverless

D. Dockers

Answer: B

Explanation:
Cloud-hosted refers to the deployment of traditional on-premises software on cloud-based servers. This approach allows
organizations to run their applications in the cloud without re-architecting them for cloud-native environments.

NEW QUESTION # 199
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