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Questions (Q135-Q140):

NEW QUESTION # 135

‘Which two techniques can help bypass ASLR in stack overflow exploits?
(Choose Two)

Response:

A. Heap spraying

B. Ret2libc

C. NOP sledding

D. Address brute-forcing

Answer: B,.D

NEW QUESTION # 136
How can an exploit writer overcome Address Space Layout Randomization (ASLR) while creating a stack smashing attack?
Response:

A. Tnmplementing polymorphic code

B. Using brute force to guess addresses

C. By using hard-coded memory addresses
D. Employing a heap spray technique

Answer: D

NEW QUESTION # 137
When performing network penetration testing, what is the primary goal of a protocol fizzing attack?
Response:

A. To capture credentials

B. To disrupt service

C. To map the network

D. To identify unknown vulnerabilities

Answer: D

NEW QUESTION # 138

You are trying to exploit a buffer overflow vulnerability on a Linux system with stack canaries and ASLR enabled. Which approach
would be most effective in bypassing these protections?

Response:

A. Writing a format string exploit to overwrite arbitrary memory

B. Crafting a simple buffer overflow payload with shellcode

C. Using a large NOP sled and relying on predictable addresses

D. Brute-forcing the stack canary and leveraging a return-to-libc technique to bypass ASLR

Answer: D

NEW QUESTION # 139
What is a common method for escaping a restricted Windows environment during client exploitation?
Response:

A. Performing SQL injection

B. Using remote desktop protocol (RDP)
C. Exploiting PowerShell execution policies
D. Spoofing ARP requests



Answer: C

NEW QUESTION # 140
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