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P RE #148

An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to poison the
machine and fetch the FTP credentials used by the admin. You're given a task to validate the credentials that were stolen using Cain
and Abel and read the file flag txt

e A white@hat
e B. hat@red
e C. red@hat
e D. blue@hat

Z%: B

fE R A -

hat@red is the FTP credential that was stolen using Cain and Abel in the above scenario. FTP (File Transfer Protocol) is a protocol
that allows transferring files between a client and a server over a network. FTP requires a username and a password to authenticate
the client and grant access to the server.Cain and Abel is a tool that can perform various network attacks, such as ARP poisoning,
password cracking, sniffing, etc. Cain and Abel can poison the machine and fetch the FTP credentials used by the admin by
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intercepting and analyzing the network traffic. To validate the credentials that were stolen using Cain and Abel and read the file
flag.txt, one has to follow these steps:

Navigate to the Documents folder of Attacker-1 machine. Double-click on Cain.exe file to launch Cain and Abel tool.
Click on Sniffer tab.

Click on Start/Stop Sniffer icon.

Click on Configure icon.

Select the network adapter and click on OK button.

Click on+ icon to add hosts to scan.

Select All hosts in my subnet option and click on OK button.

Wait for the hosts to appear in the list.

Right-click on 20.20.10.26 (FTP server) and select Resolve Host Name option.

Note down the host name as fipserver.movieabc.com

Click on Passwords tab.

Click on+ icon to add itenrs to list.

Select Network Passwords option.

Select FTP option from Protocol drop-down list.

Click on OK button.

Wait for the FTP credentials to appear in the list.

Note down the username as hat and the password as red

Open a web browser and type fip/hatred@fipserver.movieabc.com Press Enter key to access the FTP server using the stolen
credentials.

Navigate to flag txt file and open it.

Read the file content.

P RE #149
What is the key difference between a disaster recovery plan and a business continuity plan?

¢ A Disaster recovery plans focus on data backup, while business continuity plans focus on personnel safety.

¢ B. Disaster recovery plans are shorter and simpler than business continuity plans.

¢ C. Disaster recovery plans are concerned with technology recovery, while business continuity plans cover all aspects of
business operations.

¢ D. Disaster recovery plans are only applicable to natural disasters, while business continuity plans cover man-made incidents.
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PR #150
Identify a machine in the network with SSH service enabled. Initiate an SSH Connection to the machine, find the file, ttag txt. in the
machine, and enter the tile's content as the answer. The credentials tor SSH login are sanvadm(admin@123. {Practical Question)

A. bob2@sam
B. sam2@bob
C. bobt@sam

D. sam@bob
ER: C
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bobl@samis the file's content as the answer. To find the machine with SSH service enabled, one can use a network scanning tool
such as Nmap to scan the network for port 22, which is the default port for SSH. For exanple, the command nmap -p 22
192.168.0.0/24 will scan the network range 192.168.0.0/24 for port 22 and display the results2. To nitiate an SSH connection to
the machine, one can use a command-line tool such as ssh or an SSH client such as PuTTY to connect to the machine using the
credentials samyadmin@]123. For example, the command ssh sam@192.168.0.10 will connect to the machine with IP address
192.168.0.10 using the username sam and prompt for the password admin@1233. To find the file flag.txt in the machine, one can
use a file searching tool such as find or locate to search for the file name in the machine's file system. For example, the command find
/ -name flag.txt will search for the file flag.txt from the root directory (/) and display its location4. To enter the file's content as the
answer, one can use a file viewing tool such as cat or less to display the content of the file flag.txt. For example, the command cat
/home/sany/flag, txt will display the content of the file flag,txt located in /home/sany directory5. The screenshot below shows an
example of performing these steps: ![Screenshot of performing these steps] Reference: Nmap Tutorial, SSH Tutorial, Find
Command Tutorial, Cat Command Tutorial, [Screenshot of performing these steps]



P& #151

An organization's risk management team identified the risk of natural disasters in the organization's current location. Because natural
disasters cannot be prevented using security controls, the team suggested to build a new office in another location to eliminate the
identified risk. Identify the risk treatment option suggested by the risk management team in this scenario.

A. Risk sharing

B. Risk avoidance
C. Risk retention

D. Risk modification

£%: B

f R A«

Risk avoidance is the risk treatment option suggested by the risk management team in this scenario. Risk avoidance is a risk
treatment option that involves elimnating the identified risk by changing the scope, requirements, or objectives of the project or
activity. Risk avoidance can be used when the risk cannot be prevented using security controls or when the risk outweighs the
benefits2. References: Risk Avoidance

i RE #152

Tristan, a professional penetration tester, was recruited by an organization to test its network infrastructure.

The organization wanted to understand its current security posture and its strength in defending against external threats. For this
purpose, the organization did not provide any information about their IT infrastructure to Tristan. Thus, Tristan initiated zero-
knowledge attacks, with no information or assistance from the organization.

Which of the following types of penetration testing has Tristan initiated in the above scenario?

e A Black-box testing
¢ B. Gray-box testing
e (. Translucent-box testing
e D. White-box testing

BE: A

it RE S B -

Black-box testing is a type of penetration testing where the tester has no prior knowledge of the target system or network and
initiates zero-knowledge attacks, with no information or assistance from the organization.

Black-box testing simulates the perspective of an external attacker who tries to find and exploit vulnerabilities without any insider
information. Black-box testing can help identify unknown or hidden vulnerabilities that may not be detected by other types of testing.
However, black-box testing can also be time-consuming, costly, and incomplete, as it depends on the tester's skills and tools.
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