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M #319
‘Which of the following is MOST important when tuning an Intrusion Detection System (IDS)?

A. Storage encryption

B. Trusted and untrusted networks
C. Type of authentication

D. Log retention

Ef#: B

-

Tuning an Intrusion Detection System (IDS) is a critical task that ensures optimal detection of malicious activities while mmnimizing
false posttives and false negatives. The most important factor during this process is distinguishing between trusted and untrusted
networks because IDS relies heavily on understanding traffic sources and destinations to differentiate legitimate traffic from potential
threats.

* Identification of Network Zones:

* Trusted networks usually include internal enterprise systems with known, monitored activity.

* Untrusted networks refer to external sources such as the internet or third-party services that may harbor threats.

* Baseline Definition:

* By clearly defining what constitutes normal behavior for trusted and untrusted zones, an IDS can be configured to flag anomalies
effectively.

* Ruleset Customization:

* Trusted zones require minimal scrutiny for legitimate internal communications, while untrusted zones often need stricter monitoring,
* Reduction of False Positives:

* Misclassification between trusted and untrusted zones can lead to excessive alerts or overlooked threats. Proper tuning reduces
these errors.

* Threat Intelligence Integration:

* Ensuring proper network classifications allows seamless integration of threat intelligence feeds, providing accurate detection in
untrusted zones while maintaining efficiency in trusted zones.

* Detection and Response: EC-Council emphasizes that understanding network boundaries and applying themto security
mechanisns, such as IDS, is crucial for effective threat detection.

* Network Security Architecture: In EC-Council's methodologies, classification of trusted/untrusted networks forms the foundation
for creating robust security policies.

* Strategic Risk Management: Identifying zones also aids in aligning IDS tuning with broader organizational risk management
strategies.

EC-Council CISO References:By focusing on trusted and untrusted network delineation during IDS tuning, organizations ensure that
their detection systemns are both effective and efficient. This process aligns with EC- Council's principles of maintaining a balance
between proactive detection and operational manageability.

R #320
You are evaluating an audit report and notice it only contains lists of findings and technical diagrams. What additional component
should be integrated?

A. Business risk appetite statements
B. Prior audit reports

C. Executive summary

D. Audit team contact information

IEf: C



Comprehensive and Detailed Explanation (250-350 words)

The EC-Council CCISO program stresses that audit reports must be executive-consumable. An executive summary translates
technical findings into business risk, impact, and priority, enabling leadership decisions.

Technical details alone fail to support governance. Therefore, Option D is correct.

R #321
Which of'the following is a common technology for visual monitoring?

A. Open circuit television
B. Closed circuit television
C. Local video

D. Blocked video

Ef#: B

R -
Explanation/Reference: https//www.ifsecglobal.conmvvideo-surveillance/role-cctv-cameras-public-privacy-protection/

H #322
When would it be more desirable to develop a set of decentralized security policies and procedures within an enterprise
environment?

¢ A, When the enterprise is made up of many business units with diverse business activities, risks profiles and regulatory
requirements.

¢ B. When there is a need to develop a more unified incident response capability.

e C. When it results in an overall lower cost of operating the security program.

e D. When there is a variety of technologies deployed in the infrastructure.

Ef: A

L2

When Decentralized Policies Are Beneficial:

* In organizations with varied business units, a one-size-fits-all approach may not be effective.

Decentralized policies allow tailoring to specific risks, operations, and regulatory demands of individual units.
Advantages of Decentralization:

* Greater flexibility to meet unit-specific needs.

* Improved compliance with diverse regulatory environments.

Why Other Options Are Incorrect:

* A. Unified Incident Response: Requires centralized, not decentralized, coordination.

* C. Technology Variety: Centralized policies ensure consistency in handling diverse technologies.

* D. Cost Efficiency: Decentralization may lead to higher costs due to duplication of efforts.
References:EC-Council supports decentralization in cases where organizational diversity necessitates tailored policies and
procedures for effective risk management.

R #323
Which of the following has the GREATEST impact on the implementation of an information security governance model?

A. Distance between physical locations
B. Conyplexity of organizational structure
C. Number of enployees

D. Organizational budget

IEf#: B

At
Explanation/Reference:
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