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NEW QUESTION # 239 
Which of the following depends on system time accuracy to function properly?

A. Terminal Access Controller Access-control System
B. Wi-Fi Protected Access
C. Kerberos token
D. Remote Authentication Dial-in User Service

Answer: C

Explanation:
The correct answer is B. Kerberos token, because Kerberos authentication relies heavily on precise system time synchronization
between clients, servers, and the Key Distribution Center (KDC). Kerberos uses time- stamped tickets to prevent replay attacks,
and even small time discrepancies can cause authentication failures.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, Kerberos requires clocks on all participating systems to
be synchronized within a narrow tolerance (typically five minutes). If system time is inaccurate, Kerberos will reject authentication
requests, resulting in login failures and access denial.
The Travis Everett & Andrew Hutz - CompTIA A+ All-in-One Exam Guide explains that Kerberos tokens include timestamps to
ensure tickets are valid only for a short time window. This security design protects against attackers reusing captured authentication
data.
The Mike Meyers / Mark Soper Lab Manual reinforces that time synchronization issues are a common cause of Kerberos-related
login problems in domain environments. Services like TACACS+, RADIUS, and WPA do not depend on strict system time
synchronization in the same way Kerberos does.
Because Kerberos authentication cannot function correctly without accurate system time, B is the correct answer.

NEW QUESTION # 240 
A technician needs to configure settings for password complexity and failed log-in attempts before a user is locked out. These
settings cannot be changed by standard users. Which of the following MMC snap-ins should the technician use?

A. gpedit
B. perfmon
C. taskschd
D. lusrmgr

Answer: A

Explanation:
Password complexity rules and account lockout thresholds are controlled through security policies, which are managed via Group
Policy on a local system using the Local Group Policy Editor (gpedit.msc). The All-in- One guide explains that Windows security
policies can enforce rules like "forcing anyone who logs on... to use a password that's at least eight characters long," and that these
are configured via policy tools. It further highlights that "The Group Policy Editor (gpedit.msc) includes the same items as Local
Security Policy...
plus many other policies," making gpedit the best match when the exam asks how to edit these settings.
Mike Meyers' Lab Manual repeats this exact exam-relevant point: gpedit includes the security policy settings and is the tool to look
for on the A+ exam when the question is about configuring password policy and account policies.
The other snap-ins don't fit: Task Scheduler manages scheduled tasks, Local Users and Groups manages accounts/groups (not
password policy enforcement rules), and Performance Monitor tracks performance.
Therefore, gpedit is correct.

NEW QUESTION # 241 
A technician is creating an MDM policy using hardening techniques that are unique to each user.
Which of the following techniques is the technician using?

A. A password
B. A drawn pattern
C. A PIV card
D. A fingerprint

Answer: D



Explanation:
A fingerprint is a biometric hardening technique unique to each user, making it suitable for an MDM policy that requires
individualized security.

NEW QUESTION # 242 
Which of the following methods involves requesting a user ' s approval via a push notification to verify the user ' s identity?

A. Authenticator
B. SMS
C. Hardware token
D. Call

Answer: A

Explanation:
Authenticator apps (e.g., Microsoft Authenticator, Google Authenticator, Duo) often support push notifications. When the user logs
in, the app sends a push to their mobile device, prompting the user to approve or deny the authentication request - a common and
user-friendly form of multi-factor authentication (MFA).
A). Phone call verification is a separate method involving voice-based confirmation.
C). Hardware tokens generate one-time codes but do not send push notifications.
D). SMS sends a text message with a code - again, no push mechanism.
Reference:
CompTIA A+ 220-1102 Objective 2.2: Compare and contrast multi-factor authentication methods.
Study Guide Section: Authentication apps and push notification verification

NEW QUESTION # 243 
A technician follows the proper procedure for malware removal on an infected computer.
However, the technician is unable to remove all the malware and decides to reload the OS.
Which of the following should the technician select?

A. Version upgrade
B. Clean install
C. OS repair
D. System restore

Answer: B

Explanation:
A clean install removes the current OS and all existing data, ensuring all malware is eliminated from the system.

NEW QUESTION # 244
......
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