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NEW QUESTION 29

While reviewing some audil logs, an analbyst has identified consistent modifications to the
sahd_config fbe for an arganization's server. The analyat would ke to investigate and compare
contents of the current file with archived versions of files that are saved weakly. Which of the
following tools will be MOST effective during the investigation?

* A sort *

= B, mare * | grep

o Cocat® jeout-d’ - 25,7
= I, dliff

Answer: D

NEW QUESTION 30

A secratary receives an email from a friend with a picture of a kitten in it. The secretary forwards it
1o the

=~COMPANYWIDE mailing list and, shortly thereafter, users across the company recelve the
following messagpe:
"You seem tepse. Take a deep breath and relax!”

Thar incident response team is activated and opens the picture in a virtual machine to test it. After a
short analysis, the follewing code is fownd in C:

\Temp\chill.exe:Powershell.exe -Command “do {{for /L %3 in (2,1,254) do shutdown /r /m Error!
Hyperlink reference not valid.&gt; /f it/ 0 {ic “You seem tense. Take a deep breath and
relax! ) Start-Sleep -5 000) b owhited 1) Which of the following BEST represents what the attacker
was trying to accomplish?

= A, Taunt the user and then togger a reboot every 15 odnutes
« B. Taunt the user and 1J‘r+n trigger a shutdown every SO0 minutes.
= C. Taunt the user and then trigger a reboot every 500 minutes,
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A2 #43

A security operations center (SOC) analyst observed an unusually high number of login failures on a particular database server. The
analyst wants to gather supporting evidence before escalating the observation to management. Which of the following expressions
will provide login failure data for 11/24/2015?

A. grep 20151124 security log | grep "login”

B. grep 20150124 security log | grep "login_failure"
C. grep 20151124 security log | grep -c "logn failure”
D. grep 20151124 security log | grep -c "logn”
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EE#4
What describes the BEST approach for developing a plan to continuously assess and track vulnerabilities on all organizational assets
and infrastructure in order to remediate and minimize the opportunity for attacks?

A. Establish and maintain a risk-based remediation strategy.
B. Establish and maintain detailed enterprise asset inventory.
C. Establish and maintain a data classification scheme.
D. Establish and maintain a data management process.

HE: A

Y.

A risk-based remediation strategy focuses on continuously assessing and tracking vulnerabilities across all organizational assets and
infrastructure, prioritizing remediation based on the level of risk each vulnerability poses. This ensures that the most critical
vulnerabilities are addressed first, minimizing the opportunity for attacks.

HEE #45
After a security breach, a security consultant is hired to perform a vulnerability assessment for a company's web application. Which
of the following tools would the consultant use?

A. Hydra
B. Nikto
C. Kismet

D. tcpdump
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EHE #46
A first responder notices a file with a large amount of clipboard nformation stored in it. Which part of the MITRE ATT&CK matrix
has the responder discovered?

A. Lateral movement
B. Exfiltration
C. Discovery
D. Collection
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HE: B

AE #47
During which phase of the incident response process should an organization develop policies and procedures for incident handling?

A. Containment
B. Identification
C. Preparation
D. Recovery

HE: C

MY

The Preparation phase is when an organization should develop policies, procedures, and strategies for handling incidents. This phase
ensures that the organization is ready to respond effectively by having the necessary tools, resources, and plans in place before an
mcident occurs.
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